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Short Abstract 

This report summarises the outcomes of three tasks in EFPF: T6.2 
“Holistic Security, Privacy and User Management Framework”, T5.3 
“Governance Rules and Trust Mechanisms”, and T5.4 “Blockchain 
and Smart Contracting”, respectively. The presented outcomes 
include numerous services and tools, designed and implemented in 
the first eighteen months of the project duration. The report also 
introduces the reader to the future steps planned to be performed 
before the end of the project.  
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Executive Summary 

This report summarizes the outcomes of three tasks in the project, namely: T6.2 “Holistic 
Security, Privacy and User Management Framework”, T5.3 “Governance Rules and Trust 
Mechanisms”, and T5.4 “Blockchain and Smart Contracting”. The presented outcomes 
include numerous services and tools, designed and implemented in the first eighteen 
months of the project duration.  

The major outcomes of T6.2, as documented in the report, include the design of the 
Information Security architecture in EFPF and the implementation of the following security 
services: 

• federated identity, access controls, authentication and authorization mechanisms 

• API Security Gateway (ASG) 

• EFPF Security Portal (EFS) with the Policy Enforcement Service (PES) and Token 
Translation Service (TTS) 

• data and service security analytics 

• risk analysis and risk management 

• trust mechanisms for trust scoring and ranking 

• governance mechanisms. 

In task T5.3, the best governance model for a digital platform federation is identified and 
applied to define the EFPF Governance Framework (EFGF) that incorporates platform 
organizational standards, strategic planning, business rules and norms of behaviour within 
the ecosystem, software standards, regulatory requirements, and other aspects which need 
to be continuously monitored and assessed. The EFGF includes the following five areas of 
governance mechanisms: 

• AREA 1: Terms and conditions 

• AREA 2: Architecture and IT governance 

• AREA 3: Data governance, service policies, APIs policies and SDKs 

• AREA 4: Marketplace rules, trust and reputation, and 

• AREA 5: Laws and regulations at the international and national levels. 

The process of modelling and designing data policies to be enforced through the governance 
framework, will be described in the final D5.2 report (M48). In this report, a consistent 
categorization and profiling of both personal data and sensitive business data, to ensure 
that all categories of data are handled appropriately, is presented. In addition, the analysis 
of the data quality aspects (expectations, technologies, tools), access rights, and data 
protection methods is also in the focus of this report. Apart data governance mechanisms, 
the report includes the analysis of some basic rules for the European Factory Foundation 
(EFF) (e.g. membership policies, policies for sustainable growth of the platform and the 
platform ecosystem) and of corporate governance mechanisms (e.g. asset management 
policies, privacy policies). 

Finally, task T5.4 introduces blockchain technologies to EFPF, offering numerous 
capabilities, e.g. identity management, tracking & tracing of products, enabling identities for 
remote sensor devices, etc. The implementation of the identities, circular-economy and 
tracking & tracing scenarios is based on Hyperledger Sawtooth that support private 
networks, parallel transaction execution, event system, and many more.  

http://www.efactory-project.eu/
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0 Introduction 

0.1 EFPF Project Overview 

EFPF – European Connected Factory Platform for Agile Manufacturing – is a project funded 
by the H2020 Framework Programme of the European Commission under Grant Agreement 
825075 and conducted from January 2019 until December 2022. It engages 30 partners 
(Users, Technology Providers, Consultants and Research Institutes) from 11 countries with 
a total budget of circa 16M€. Further information: efpf.org 

To foster the growth of a pan-European platform ecosystem that enables the transition from 
“analogue-first” mass production, to “digital twins” and lot-size-one manufacturing, the EFPF 
project will design, build and operate a federated digital manufacturing platform. The 
Platform will be bootstrapped by interlinking the four base platforms from FoF-11-2016 
cluster funded by the European Commission, early on. This will set the foundation for the 
development of EFPF Data Spine and the associated toolsets to fully connect the existing 
platforms, toolsets and user communities of the 4 base platforms. The federated EFPF 
platform will also be offered to new users through a unified portal with value-added features 
such as Single Sign-On (SSO), user access management functionalities to hide the 
complexity of dealing with different platform and solution providers. 

0.2 Deliverable Purpose and Scope 

The purpose of this document “D5.2 EFPF Security and Governance – Vs.01” is to report 
on the outcomes of three tasks realised in the first eighteen months of the project duration. 
These three tasks include: T6.2 “Holistic Security, Privacy and User Management 
Framework”, T5.3 “Governance Rules and Trust Mechanisms”, and T5.4 “Blockchain and 
Smart Contracting” and are summarised in three sections that can be read independently of 
each other. The report is confidential in nature and should not be divulged to other parties, 
or reproduced in whole or in part without the express consent of the project partners.  

0.3 Target Audience 

This report provides an overview of the security, privacy and identity management controls, 
governance mechanisms and blockchain technology adopted in the EFPF project. The 
report is intended to be used within the project consortium, by the teams working on the 
EFPF platform design and development. 

0.4 Deliverable Context 

This document contains the design and implementation decisions that are strongly related 
to three tasks, e.g. T6.2, T5.3 and T5.4, and several other documents and tasks: 
 

• D2.3 – Requirements of Embedded Pilot Scenarios: This report captures pilot 
business needs in the form of epics and user stories 

• D2.4 – EFPF Platform Requirements: This report captures the technological needs 
from technology providers in terms of user stories that are then translated into 
implementation tasks 

• D3.1 – EFPF Architecture – I: This report presents the architecture decisions for the 
EFPF platform 

http://www.efactory-project.eu/
https://www.efactory-project.eu/
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• D3.2: EFPF Data Spine Realisation – I: This report presents the technology decisions 
related to the Data Spine design and implementation, and  

• D11.2: Regulatory Alignment, Compliance and Standardisation Strategies – I: 
This report summarises the major regulations at both international and nation level, 
with the implications on the project implementation, e.g. through governance practices. 

0.5 Document Structure 

This deliverable includes the following sections: 

• Section 1: On Holistic Security, Privacy and User Management. A summary of 
outcomes of task T6.2, including federated identity management controls, API security 
and other services, e.g. Policy Enforcement Service, Token Translation Service, etc. 

• Section 2: On Governance Rules for Platform Ecosystems. A summary of 
outcomes of task T5.3, including the decisions on the EFPF Governance Framework 
and the design of core policies in the project.   

• Section 3: On Blockchain for Identity Management, Trust and Governance in 
EFPF. A summary of outcomes of task T5.4 and the identification of three core use 
cases to be implemented in the project.  

• Section 4: Conclusion and Next Steps. Conclusion remarks and the description of 
the future work related to te three above-mentioned tasks.  
 

• Annexes: 

• Annex A: Document History 

• Annex B: References  

• Annex C: Federating a Standalone Legacy System with SSO: System Security 
Modeller (SSM) – Keycloak Upgrade 

• Annex D: Examples of Terms & Conditions in EFPF  

• Annex E: Template for Capturing Corporate Governance  

0.6 Document Status  

This document is listed in the Description of Action as “confidential” since it provides 
information for project-internal usage only. 

0.7 Document Dependencies  

This document is the first part of an iteration of living deliverables. The second final iteration 
will be completed in M48, at the end of the project duration. 

0.8 Glossary and Abbreviations 

A definition of common terms related to EFPF can be found at:  

https://www.efpf.org/glossary 

0.9 External Annexes and Supporting Documents 

None 

http://www.efactory-project.eu/
https://www.efpf.org/glossary


 European Connected Factory Platform for Agile Manufacturing – www.efpf.org 

 

 

D5.2: Security and Governance - Vs: 1.0 - Confidential 3 /79 

0.10 Reading Notes 

None 

http://www.efactory-project.eu/
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1 On Holistic Security, Privacy and User Management 

This section presents the results of the first 18 months of the EFPF task T6.2 “Holistic 
Security, Privacy and User Management Framework”.  

The high-level architecture of the EFPF platform is illustrated in Figure 1 and discussed in 
detail in D3.1 “EFPF Architecture I” [D3.1-2019]. Figure 1 shows the key components 
implementing the EFPF federation features, including the Data Spine, core management 
and collaboration services, four base platforms funded by the European Commission's 
Horizon 2020 program within the Collaborative Manufacturing and Logistic Cluster (FoF-11-
2016) (i.e., COMPOSITION, NIMBLE, DIGICOR, and vf-OS), external platforms (i.e. 
ValueChain’s iQluster platform1 and SMECluster’s Industreweb platform2) and account for 
the future pilots and experiments to be gathered through upcoming Open Calls (scheduled 
for months M18-M36 of the project duration).   

 
1 https://valuechain.com/supply-chain-intelligence/iqluster 
2 https://www.industreweb.co.uk/ 

http://www.efactory-project.eu/
https://valuechain.com/supply-chain-intelligence/iqluster
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Figure 1: High-Level Architecture of the EFPF Platform Ecosystem 

The EFPF platform services are implemented following the microservice architecture 

approach, in which different functional service modules are composed based on user needs 
and requirements. Such approach requires open interfaces for all services, preferably REST 
interfaces enabling the exchange of data and avoiding the lag-time that could be caused by 
interconnection buses.  

• The Data Spine is the central entity in the EFPF federation and provides the 
interoperability infrastructure for interlinking of the four base platforms. It is designed 
to be extended for new external platforms, in the future.  

• The EFPF Platform is a digital platform that provides access to dispersed tools and 
services of the four base platforms (i.e. IoT-based tools and services, digital 
manufacturing, data analytics, blockchain, distributed workflow, business intelligence, 
matchmaking, etc.) through a Web-based portal. These tools and services are made 
accessible to the EFPF users through the EFPF Portal using the Single Sign-On (SSO) 
functionality that is specifically implemented according to the requirements of the EFPF 
platform ecosystem. 

http://www.efactory-project.eu/
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The high-level architecture of the Data Spine is illustrated in Figure 2. The Data Spine 

components establish the interoperability between the services of different platforms and 
include the following core components:  

• The Integration Flow Engine provides a platform to the system integrators, designed 
to support integration flows for different APIs and services. 

• The Service Registry (SR) allows the service providers to register their services in 
the Data Spine. SR provides a facility for the service consumers or system integrators 
to discover these services and retrieve their metadata information, which are required 
to create the integration flows. The service providers can write the integration flow 
specific information to the SR.  

  

Figure 2: High-Level Architecture of the Data Spine 

• The Message Bus mediates the transfer of messages or data between the platforms 
or service communicating through the Data Spine.  

• The EFPF Security Portal (EFS) provides SSO facility across the EFPF ecosystem 
(i.e. API Security Gateway). In addition, EFS enables data integrity, security analytics, 
trust and reputation mechanisms, definition of policies and data governance 
enforcement.  

• The API Security Gateway (SG) acts as the Policy Enforcement Point (PEP) for the 
Data Spine and other platforms communicating through it. It intercepts all the traffic to 
the Data Spine and invokes the security service for authentication and authorization.  

1.1 Holistic Information Security Architecture in EFPF 

Platform federation brings new challenges and technical issues, calling for an effective 
information security architecture to be put in place. The proposed cybersecurity architecture 
aims to connect identities across platforms and enables advanced threat prevention, 
detection and mitigation. Apart from the federated identity assurance, a holistic architecture 
of EFPF has to address conventional cloud-based security and privacy controls, 

http://www.efactory-project.eu/
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authentication and non-repudiation, risk management, policy management, etc. Great 
emphasis is also placed on securing data and service stores offered through the platform 
ecosystem.  

Figure 3 illustrates the major features of a cybersecurity architecture in EFPF:  

• DATA security calls for continuous security monitoring to ensure data confidentiality, 
data integrity and availability; data provenance mechanisms to support the lifecycle of 
provenance information; data quality mechanisms to ensure the trustability and 
evaluate the quality of data; data centric policies enablement and certification; privacy 
aware data processing and storage; and more. 

• SERVICE security calls for security monitoring of services: secure service registry, 
service discovery, service orchestration and matchmaking; service centric policies 
enablement and certification, etc. 

 

Figure 3: Holistic Information Security Architecture in EFPF 

Both DATA and SERVICE security features are in the focus of the proposed cybersecurity 

architecture that is designed to support: 

• Federated identity assurance – enabling cloud identity federation and strong access 
controls and authentication, 

• API security – monitoring APIs behaviour and raising security alerts, 

• Data security analytics – enabling data security monitoring, 

• Service security analytics – enabling service security monitoring and threat detection, 

• Trust and reputation management, and  

• Governance management – enabling decision making related to security practices and 
responsibilities, risk, and resource (asset) management for security, compliance with 
legislation, regulations, security policies and rules. 

1.1.1 Federated Identity Assurance 

Federated Identity Assurance in EFPF (see Figure 3) enables federated IDentity 
Management (IDM), access controls and authentication & authorization management. One 
of the major requirements of the EFPF platform is to establish a digital platforms’ federation 
and enable interoperation between platforms joining this federation. The four base platforms, 

http://www.efactory-project.eu/
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namely NIMBLE, COMPOSITION, DIGICOR, and vf-OS, offer a good complementarity of 
business capabilities, with a relatively uniform technology basis. To “combine” their services 
with resources of other cloud systems, outside the boundaries of the respective platforms, 
the EFPF platform must solve the interoperability challenge at the level of currently existing 
IDM systems. Achieving the full interoperability between different IDMs is a challenge that 
require a novel technical solution, e.g. in many real-world scenarios, the user needs to 
provide attributes from multiple IDS, whereas (s)he can only use one Identity Provider (IDP) 
within a single Service Provider (SP) session.  

The activity diagram illustrated in Figure 10, shows the platform integration level 
interoperability in EFPF. To access multiple platforms in the ecosystem with a single set of 
credentials, several controls would need to be managed (preferably based on attributes 
and/or contextual information), policy management, event management, authentication, 
command execution at the top level to enable password management, policy configuration 
by the users, etc.  

Therefore, to enable the federated identity features, the EFPF platform requires the EFPF 
Security (EFS) portal to be designed and implemented to govern the security management 
for different platforms. More details about EFS are provided in Section 1.4.  

1.1.2 API Service Security 

The API service security is handled by the API Security Gateway (ASG). The ASG acts as 
a border gateway. Its role is to enforce security policies on the service calls. The ASG is 
implemented using Apache APISIX, which is a technology solution selected due to its 
following features:   

• Speed: The latency for the calls should be minimised; 

• Custom plugins: The ASG should depend on minimal code/configuration for the 
development of custom security plugins; 

• License: A permissive license is preferred (Apache / MIT) for the implementation of the 
ASG; and  

• MQTT support. 

Table 1 shows a comparison of core features of Apache APISIX and Kong 2.0 Open Source 
API Gateway (see: https://konghq.com/kong/).  
 

Table 1: Comparison of Apache APISIX and Kong 2.0 API Gateways 

Features Apache APISIX Kong 2.0 

Technology Nginx, etcd (for service 
discovery) 

Nginx, Postgres 

Latency 0.2 ms 2 ms 

Plugin setup Minimal effort Multiple file changes 

Plugin hot-loading Yes No 

MQTT support Yes No 

License Apache 2.0 Apache 2.0 

 
More details about ASG are given in Section 1.3. 

http://www.efactory-project.eu/
https://konghq.com/kong/
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1.1.3 Data Security and Data Privacy 

Data security in EFPF (shown in Figure 3) is about data security monitoring, setting data 
policies, data privacy controls, data provenance and data quality management.  

 Data Security 

Data security monitoring should involve both proactive and reactive components. Proactive 
components work to identify security weaknesses before they are exploited, allowing them 
to be fixed with minimal impact. However, this falls short of handling unknown threats, and 
therefore reactive monitoring to search for suspicious activity is required. 

Vulnerability scanners are tools that can be used to check for vulnerabilities. This can occur 
at various levels. For networks, there are utilities such as Nessus (see: 
https://www.tenable.com/products/nessus), which can be run to examine a system’s 
exposed network profile. At the system level, utilities such as anti-virus and anti-malware 
should be operated. For Docker containers, there are many utilities that can consult 
databases for Docker images containing known vulnerabilities, and a scan can reveal 
containers that should be updated or otherwise mitigated. There are even vulnerability 
scanners at the library level for program languages, such as NPM’s audit command (see: 
https://docs.npmjs.com/cli/audit). 

For software artefacts that are created, such as Docker images or program builds, a security 
check should occur to scan the referenced external libraries/images for known 
vulnerabilities, and a procedure should be put in place for handling mitigation in a timely 
manner. Routine check-ups should be made that these scans are utilizing up-to-date 
databases. 

As attackers could actively change a system configuration, periodic checks by administrative 
staff need to be executed to verify that the system has not been compromised. This includes 
auditing the operation system configuration, the versions of installed software, and the 
services running. This should be made from within the system, and verified where possible, 
from outside the system, to ensure that attackers have not installed root kits or other 
software which hides attacker activity in false reports. 

Another periodic activity that should be performed is a penetration test (pen test), whereby 
security experts play the role of an attacker, and attempt to break into the system. This could 
be handled by an external team, and could even be extended to social engineering 
techniques, where the external team attempts to trick staff by assisting them. The common 
pen tests include methods for testing of identity management, authentication, authorization, 
session management, input validation, error handling, client-side testing, business logic 
testing, etc.  

Reactive monitoring is primarily in the form of Intrusion Detection Systems (IDS) and can be 
reinforced with honeypots. IDSs can function in different scopes. Network based IDSs 
examine network traffic interactions between different systems, e.g. to detect an attack that 
has compromised one computer in the network attempting to break into other computers. 
Host based IDSs examine activity on a single host, with access to running processes, the 
file system, and other local resources. 

There are two mechanisms by which IDSs handle detection: rule based, and pattern based.  

• Rule based systems are programmed to look for specific patterns, which is ideal for 
detecting known attacks, (similar to how antivirus programs can detect signatures of 
known viruses) but may miss new attacks.  

http://www.efactory-project.eu/
https://www.tenable.com/products/nessus
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• Pattern based systems use AI to learn the “normal” behaviour, and then identify 
changes (i.e. anomalies) in system usage. This offers flexibility in identifying potential 
attacks but has greater chances of triggering false positives and false negatives.  

In addition to IDSs, there is also the concept of a honeypot, which are computing resources 
that are deployed solely as targets. While IDSs have the challenge of determining whether 
changes in usage are legitimate or illegitimate, honeypot systems have no legitimate use, 
and therefore any activity signals illicit activity. Beyond acting as a tripwire, honeypots can 
also be deployed to engage attackers’ time and resources away from the truly valuable 
targets, or act as means to carefully log attacker’s actions to learn their techniques and build 
profiles on their activities. 

Modern software is both complex and routine. Utilizing external libraries, programs, and 
services offers multiple advantages, from not having to reinvent the wheel, to using tested 
and well proven solutions. However, not all software is trustworthy. Attacks may use a “trojan 
horse” approach, hiding attacks or backdoor access into their software. Furthermore, large 
systems eventually reach a point where no single person fully understands all the 
complexity, and mistakes occur. For example, in 2008 the Debian Linux distribution 
mistakenly critically crippled a key security feature, on the false assumption that it was a bug 
https://www.schneier.com/blog/archives/2008/05/random_number_b.html. However, 
Debian publishes security advisories, so the issue was identified 
https://www.debian.org/security/2008/dsa-1571, and organizations were able to start 
mitigation procedures. In building upon external libraries, the sources’ reputation and own 
data security policies should be considered. 

Regular maintenance is a vital step for minimizing security risks. Plans should include 
planning how to test and apply updates, to balance running cutting-edge versions against 
old versions with known security problems. Additionally, the security monitoring tasks above 
need consistent operation to be effective. The regular rotation of security keys and 
certificates needs to be seen too. As the security keys are the root to the security 
infrastructure, procedures should exist for their handling, to ensure that a single actor within 
the system cannot compromise the entire system. 

An incident response plan should be implemented to assist in case of a security breach, due 
to the complex nature of the problem and the timely response required. Details should 
include procedures for which alternate resources can be allocated to continue operations, 
steps required to start forensic investigations, criteria for how to handle communications with 
other parties and noting which other parties require notification. 

 Data Privacy 

Data privacy controls assist in maintaining confidentiality. The Principle of Least Privilege is 
a strong guidance for maintaining confidentiality, by ensuring that the bare minimum access 
to complete a task is required, minimising opportunity for exploitation. 

Compartmentalisation is a way to break apart access domains, limiting the potential for 
exposure. One approach to this is Docker, which allows for services to run within isolated 
containers, with explicitly defined interfaces, allowing for scalability and redundancy without 
allowing full access between the independent services.  

Physical access to a device has always been a difficult point for security. Disk encryption is 
an excellent way to enhance confidentiality, as even with access to the encrypted data, 
accessing the information is virtually impossible without the decryption key. To this point, 
great care must be taken for the security keys. If the key itself is readable, then by nature it 
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can be copied and compromise the security of the system. To ensure that keys are not freely 
copiable, a Hardware Security Module (HSM) can be used, to utilize the private key while 
still being contained. It provides both software and physical assurances that data is not 
copiable, where attempts to physically tamper with the device would require extreme 
resources to manage without the device deleting the key internally.  

Traceability supports audits and accountability. Ultimately, some level of trust must be 
extended to administrative staff, but the staff’s actions should be able to be verified. 
Centralized log management assists in creating a single reference to combine system logs 
from across a larger network. Other services such as databases might offer audit log 
facilities and should be configured as required. 

Special care should be taken in how system or backend users are configured. While sharing 
accounts is a quick solution, it destroys accountability, and by nature requires sharing a 
secret value (i.e. password), which defeats the point of having secrets. Furthermore, the 
additional administrative overhead of changing a password typically is overlooked when 
administrative teams change. If an administrative team member is fired or otherwise 
disgruntled after a team change, they would still have access to the secure system in such 
case. Each system user should therefore be created in a way that their access can be 
individually managed and revoked. 

1.1.4 Trust and Reputation Management 

The trust model in EFPF is based on the trust ontology developed within the EU FP7 
COMPOSE project (https://cordis.europa.eu/project/id/317862), and later, redesigned in the 
context of the EU H2020 NIMBLE project (https://cordis.europa.eu/project/id/723810). The 
trust model captures main trust concepts including: 

• Agent (generic concept of any kind of entity with a trust score),  

• TrustRelationship between two parties (namely, trustingParticipant and 
trustedParticipant),  

• TrustCriteria (which is a trust policy expressed as logical conjunction or disjunction of 
weighted TrustAttributes), and  

• TrustProfile that is as an aggregation of TrustAttributes belonging to the Agent.  

• TrustAttribute can be a quantified MeasurableTrustAttribute, such as Rating or 
Popularity score, or descriptive NonMeasurableTrustAttribute e.g. quality assurance 
certification or security description. 

The trust model is designed as a vocabulary that uniformly represents the trust policies and 
trust profiles of entities. Figure 4 illustrates the core concepts defined in the trust ontology, 
as of the COMPOSE project. 

In EFPF, trust is an estimated measure of the degree of trustworthiness in a B2B relationship 
between sellers and buyers. A buyer in EFPF acts as a trustingParticipant, while a seller is 
a trustedParticipant in a TrustRelationship between two sides (Agents). A trustworthiness of 
the B2B relationship is quantified by a trust policy (TrustCriteria) evaluation. Choosing the 
appropriate metrics (TrustAttributes) for trust ratings of vendors on the EFPF multi-sided 
platform is an important aspect of the platform management throughout its entire lifecycle. 
There can be a variety of metrics for trust rating, but not all of them are available or equally 
important across all stages of the platform’s lifecycle. 
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Figure 4: Core concepts of the Trust Ontology 

 Trust Scoring Method  

The trust score (t) is a real number in a range from 0 to 1. It quantifies the match between 
the requested trust attributes specified in a trust policy and corresponding characteristics of 
EFPF entities. The t=1 means that a given EFPF entity is fully trusted, while t=0 means it is 
distrusted, in respect to the trust criteria (or, trust policy). The trust score is calculated by the 
following equation:  

 

The relation is a weighted sum of values obtained by Ev(tp, D) function.  Ev(tp, D) evaluates 
a set of EFPF entity trust attributes with regards to the given trust criterion tp and returns a 
normalized value on a scale between 0 and 1. Normalization is required as trust attributes 
or criteria can be of different dimensions and numerical scales. A linear normalization was 
used, where value (tp, D) is a value of an EFPF entity’s property corresponding to the tp, 
and valueMax(tp) is the maximum [possible] value of the tp indicator. For example, assume 
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a company reputation as a trust property, with the reputation index on an ordinal ['bad', 
'medium', 'high'] scale with a relative degree of difference between possible reputation 
values. If a trust criterion is “reputation, at least medium”, and an EFPF entity has a 
reputation index ‘medium’, then normalization returns value 0.66.  

An Ev(tp,D) evaluation in certain cases may require a more advanced computation, 
including semantic similarity computation to evaluate matches between offered and desired 
descriptive trust-related attributes. For example, a trust policy may state that companies with 
ISO certificates are more trusted than those without ISO certificates. In the platform, there 
can be a lightweight IS-A taxonomy of ISO certificates for description of company 
certifications. Therefore, for the trust score calculation there should be a way to evaluate 
semantic similarity of offered and by-trust-policy–expected certifications.  A Trust Service 
uses a Semantic Measurement Library (SML) (see www.semantic-measures-library.org/), 
which offers several different algorithms for measuring semantic similarity between the 
concepts. 

 Trust Ranking Method 

The trust engine computes an EFPF entity’s trustworthiness on a scale relative to other 
EFPF entities. This is required by the search capability of the platform in cases where more 
than one company/ product/ service satisfies the search criteria of manufacturers, and 
hence, the manufacturers want to apply additional filtering or sorting to choose an entity with 
the highest levels of trust and reputation. 

The ranking is defined as a Multi-Criteria Decision Making (MCDM) problem of different 
alternatives selection, with EFPF entities being considered as the alternatives, and with a 
given trust policy as a decision criterion. The ranking was implemented using two well-known 
MCDM methods: (1) Weighted sum model, and (2) Technique for Order of Preference by 
Similarity to Ideal Solution (TOPSIS).  

The weighted sum model is actually used for the trust scoring and different EFPF entities 
are just ranked according to their trust score, from the highest to the lowest score. Using 
TOPSIS, the trust engine ranks EFPF entities in two steps. The first step is normalizing and 
weighting the evaluated score for each trust criterion, for each EFPF entity present in a 
ranking set. The second step is resolving an entity rank by calculating its relative geometric 
distance from the positive ideal and negative ideal solution. The positive ideal solution is 
one with the best score in each criterion, while the negative ideal solution is one with the 
worst score in each criterion. Alternatives are ranked according to the similarity to the best 
solution. The similarity is 1 only if the entity has the best trust offerings, while similarity is 0 
only if the entity has the worst trust offering in all evaluated trust metrics. 

1.1.5 Governance Management 

The governance mechanisms for digital platform ecosystems must reflect the lawful 
interactions of key stakeholders, be they owners of the platforms, companies using the 
platform, or developers, users, advertisers, economists, computer scientists, governments 
or regulators. The interests and legal roles require a balanced interplay and understanding 
of interdependencies between all collaborating sides in such ecosystem. To stimulate 
positive interaction payoffs within the platform ecosystem, both platform stakeholders and 
platform technology enablers need to be regulated and governed.  

Governance challenges come in many forms and through various questions; for example, 
how to setup membership; who makes decisions about the product, network, technology 
support, etc.; who maintains the platform instances; how are new services implemented and 
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deployed; who owns the Intellectual Property Rights (IPRs); and more. In addition, the 
complexity of digital platform ecosystem governance mechanisms relates to a variety of 
services, applications, devices, network, data, and data sources as technology enablers of 
various interaction models.  

Data policies should be established to ensure the continued successful security of 
operation. These range from considering which sources to accept as trustworthy, monitoring 
for changes in methodology that impact security, ensuring that routine maintenance is 
performed, and having a response plan for how to handle security incidents. 

Strong password policies should be introduced for authentication. Wherever possible, 
multifactor authentication (MFA) should be enabled. It is easy to copy passwords but 
requiring a physical token in addition to a password increases the complexity of copying a 
login. Passwords should require a minimal complexity, to ensure that users are not using 
common or easy to crack passwords. Passwords should ideally require regular changing, 
as the risk of a compromised password accumulates over time.  

Password databases should be stored using a one-way hash, so that the password cannot 
be reversed engineered. To prevent common lookup tables from being used and from 
duplicate passwords standing out in the database, each password should contain a random 
salt. To protect the database against brute force attacks, the hash function should be 
repeated many times, as a slight hardening of authentication system would be greatly 
increased upon brute force attacks. 

More details about governance mechanisms in EFPF are given in Section 2. 

1.2 Cloud Federated Identity Management 

Apart from the isolated identity management model, which is the simplest, traditional IDM 
that merges SPs and IDPs, and allows for identification and authentication to be carried out 
at the SP [JOPO05], other identity management models include the central identity 
management model (i.e. Kerberos [NEUM05]), the user-centric identity management model 
(i.e. the Windows CardSpace project, or national eID solutions such as the Austrian citizen 
card [LEIT02], the German eID [FRHO11], etc.) and the federated identity management 
model [ZWAT14].  

The federated identity model stores the identity data in a distributed manner, across different 
IDPs and/or SPs. In this model, it does not exist a single entity that is in full control of the 
identity information [PAGA07]. All IDPs and SPs form a federation and share a common 
trust relationship amongst each other, which is usually established on an organizational 
level; the enforcement is carried out through the platform, on a technical level. This model 
supports identification and authentication across different domains, enabling cross-domain 
Single Sign-On (SSO) [CAYA10]. Popular examples of this approach are the Security 
Assertion Markup Language (SAML), Shibboleth, or WS-Federation [KAMC09].  

• SAML 2.0 is an OASIS standard that provides an XML-based framework for creating 
and exchanging security information between the users (for more details: 
http://saml.xml.org/).  

• The Shibboleth project started as an Internet2 Middleware Initiative in 1999 and was 
focused on the development of interoperable identity and access management 
between web-based resources. Shibboleth is an implementation of the SAML protocol 
that shows excellent scaling, both in performance and manageability, and can be 
extended to support custom scenarios (for more details: 
https://www.shibboleth.net/products/identity-provider/). 
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Some other examples of the federated identity models are the federations operated by 
various National Research and Education Networks (NREN), e.g. IDEM (www.idem.garr.it) 
by the Italian NREN - GARR, AAF (aaf.edu.au) by the Australian NREN - AARNET, and 
eduIDM (www.eduidm.ma) by the Moroccan NREN- MARWAN [HAKE15].  

1.2.1 Overview of Cloud-Based IDM Systems 

Research on cloud-based IDM differentiates between the following models [ZWAT14]: 

• The identity IN the cloud model is similar to the isolated identity model in which users’ 
identity data are stored in the domain of the cloud SP. The model minimizes the control 
of users over their data in the cloud (e.g. Google, Salesforce.com), but does not 
support a simplified login process (i.e. SSO). 

• The identity TO the cloud model is similar to the central identity model. In this model, 
SP and its applications are cloud-based, whereas the IDP is not deployed in the cloud 
and data are not disclosed to a cloud SP. The IDP transfers identity and authentication 
data to the cloud SP through standardized interfaces that are based on SAML, OpenID, 
OAuth. 

• The identity FROM the cloud model is also known as “Identity as a Service Model” 
[ATES11]. In this model, both the cloud application and the IDP are operated in the 
cloud by cloud SPs. Some examples of this model are Google Accounts Authentication 
and Authorization, or Facebook Login. 

• The cloud identity broker model is an extension of “the identity FROM the cloud model”, 
in which the IDP acts as a cloud identity broker or a hub between one or more SPs and 
one or more IDPs [CSA11] [HUAN10] [ZWAT13]. By introducing the broker concept, 
this model hides the complexity of the individual IDPs from the SP. In addition, the SP 
needs to implement only one interface (to the identity broker). Here, there is only one 
strong trust relationship that is required between the SP and the identity broker. Some 
relevant examples of this model are McAfee Cloud SSO, the SkIDentity, the Cloud ID 
Broker, etc. 

• The federated cloud identity broker model combines the traditional federated identity 
model with the cloud identity broker model [ZWAT13]. In this model, the user and SPs 
can rely on the individual broker of their choice, which eliminates the drawback of being 
dependent on the same identity broker. 

• The BlindIdM model is another extension of “the identity FROM the cloud model” 
[NUAG14] [NUNE12]. This model enables identity data storage and data processing 
to be performed by the semi-trusted IDPs in the cloud, or without knowing the contents 
of these data. Hence, the IDP provides these data in a blind manner [20], by using a 
proxy re-encryption scheme [ATEN06] [GRAT07]. This model is an innovative 
contribution to the identity management solutions. 

• The privacy preserving federated cloud identity broker model improves privacy 
preservation for users, by combining the advantages of the “federated cloud identity 
broker model” with the advantages of the BlindIdM model. This model can be used 
with semi-trusted cloud identity brokers [ZWAT14]. It requires two re-encryption steps, 
since identity data flows through at least two cloud identity brokers. In addition, the 
user must generate two re-encryption keys (one for the direction Identity Broker 1 → 
Identity Broker 2 and another one for the direction Identity Broker 2 → SP), which 
makes this model complex to implement. The implementation also requires an 
appropriate governance model to be put in place, to support the use of proxy re-
encryption. 
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1.2.2 Requirements for Federated IDM 

One of the core requirements of the EFPF platform is to establish a federation of digital 
manufacturing platforms and enable interoperation between them, using a federated identity 
management model. To implement federated identity mechanisms, the EFPF platform 
requires the EFPF Security (EFS) portal, to govern the security management controls of 
different platforms within the platform ecosystem. The EFS is designed and implemented as 
a distributed single point of trust that enables a class of Super Administrator whose role is 
to provide secure authentication of any tenant platform in the ecosystem (e.g. multi identities 
to be managed across company’s accounts). 

With respect to access control mechanisms for the IoT and the cloud, traditional Role Based 
Access Control (RBAC) has shown serious weaknesses, e.g. confused deputy attacks 
through inherited permissions (the user with higher permissions grants access to a specific 
resource to a user with lower permissions). As an alternative to RBAC, the Attribute Based 
Access Control (ABAC) model provides fine-grained access mechanisms, in which the 
authorization decisions are based on attributes that need to be proven by the user (location, 
roles, etc.) and on other properties (e.g. resource properties). 

Figure 5 illustrates a cross-platform user identity and access control management, using 
EFS [SJDB19]. 

 
Figure 5: Cross-platform user identity and access management with EFS 

The EFPF platform and its Data Spine middleware, should act as a federation provider that 
governs identity federation and user provisioning workflows across the platform ecosystem. 
The Data Spine middleware includes the EFS as a component (see Figure 1). Apart from 
the federated IDM, EFS implements additional security controls.  
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Figure 6: High level design of the EFPF federation 

Figure 6 illustrates a high level EFS perspective of the integration of four base platforms 
within EFPF. Each base platform contains its own IDP that maintains the platform’s users, 
their roles and access policies. The core requirement is that Data Spine, through EFS, 
enables federation of the platforms’ users across the platform ecosystem. Another design 
goal is to accommodate not only four base platforms, but also external platforms that will 
provide additional collaborative manufacturing services. With such a design requirement in 
EFPF, implementing one-to-one user mappings between platforms will result in a high 
number of login options for individual platforms (e.g. login to platform A, B, C, ..., N), which 
will require continuous updates of the authentication and authorization workflows for each 
platform in the ecosystem that is rather, not feasible.  

Therefore, the Data Spine and EFS take on the role of the central federation provider to 
manage all federation workflows across platforms participating in the ecosystem. The EFS 
also acts as a gateway enabling the access to the collaborative manufacturing resources 
provided by the platforms in the ecosystem.  

More details about EFS are given in Section 1.4. 

1.2.3 Design and Implementation of Federated IDM  

The design goals of the EFS are given in Figure 7, featuring the following capabilities 
[SJDB19]: 

• Heterogenous federation protocol support: All four base platforms have their own IDPs 
and support OpenID and Oauth 2.0 for authentication and authorization. The EFPF is 
envisioned to grow as an ecosystem with more manufacturing and supply chain 
platforms joining the project in the future, which requires different identity federation 
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protocols to be supported. Thus, the EFS should support other popular identity 
federation protocols including SAML, Shibboleth, etc. 

• Policy and role governance: The base platforms in EFPF come with the defined user 
roles and access policies that are managed in their own IDPs. After joining the EFPF 
ecosystem, base platforms should be able to start collaborating and exchanging data. 
For example, when a user of one base platform wants to use a tool or a service from 
another platform, the service access needs to be authorized according to a commonly 
agreed-upon authorization policy. This requires an intermediary user role and policy 
governance workflow in EFS, to define access roles and policies for the users in EFPF, 
based on their roles and access levels as defined in the base platforms. 

• Data integration security: EFPF aims to provide an interoperability framework to 
promote collaboration and transparency across different manufacturing platforms. The 
integration level interoperability requires data security and access control management 
at service/API level. This requires protocol switching, data enhancement, 
transformation and loading (ETL) processes and applying security policies at API level, 
to be controlled by the Data Spine middleware. Thus, data integration security is 
another core requirement of both EFS and Data Spine.  

• User provisioning and lifecycle management: Managing and synchronizing the users 
across different security domains of base platforms, is yet another key requirement of 
the EFS. When a new user registers in the EFPF portal, (s)he needs to be provisioned 
in the EFPF domain with relevant authorization policies, to access services offered by 
the other platforms. With each change to the user’s role or the authorization policies in 
the base platform, the changes should be synchronized through EFS. Therefore, EFS 
needs to support user provisioning, synchronization and lifecycle management by 
implementing the workflows using the System for Cross-domain Identity Management 
(SCIM). 

• Identity analytics: In the enterprise world, statistics and data analytics derived from 
system data are instrumental to create valuable business insights. Through Data 
Spine, insightful statistics, including login attempts from the platforms in/ or outside of 
the ecosystem, federated login attempts, distribution of login attempts based on 
geography, time, behaviour of users and users’ groups, etc. were collected These data 
can be further processed through security analytics residing in EFS, created to provide 
relevant security decisions, e.g. potential threats, attack prevention, remediation 
strategies, etc. 
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Figure 7: The design goals of EFS 

 

The first implementation of a federated IDM in EFPF was realised at the platform 

interoperability level (see D2.2 “Initial Platform Interoperation Challenge Report” [D2.2-
2019]) and was about the integration of four base platforms without the Data Spine 
middleware (note that the platform interoperation challenge task (T2.2 in EFPF) was active 
only in the first five months of the project duration, when the Data Spine was still in the 
design phase). The later platform integration phase included the Data Spine and required 
further improvements of a federated IDM in EFPF. This later phase is called a platform 
integration interoperability level (see Section 1.2.4.2).  

 Federated IDM Implementation at the Platform Interoperability Level  

To enable user’s login for any of the four base platforms, the user can select one of the two 
following procedures for the authorization: 

• Login through a base platform (native users), and 

• Login through the EFPF platform (federated users) 
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The platform interoperability level in EFPF is achieved following workflows 1 and 2, shown 

in Figures 8 and 9, respectively. Note that both workflows require the user to be registered 
on the EFPF platform.  

Figure 8 illustrates the workflow that follows the bottom up approach for federation. Here, 
the user logins to the base platform using his / her EFPF credentials. The EFPF credentials 
are issued by the EFS and are not propagated to the base platforms. The initial 
representation of the user will be created when the user opts to login with EFPF credentials 
in a base platform. If a user is already registered in the base platform, then a linked user 
account will be created with the existing roles of the base platform. 

 
Figure 8: Workflow 1 - Login to the PLATFORM 1 using EFPF platform credentials 

The second workflow, illustrated in Figure 9, enables the user to login to the EFPF platform 

(via EFS) and then visit any base platform, within the same browser session, e.g. 
PLATFORM 1, PLATFORM 2, etc. In this approach, the user logins to the base platforms 
using his/her previously provided EFPF credentials. By keeping the common browser 
session, the EFPF user can achieve SSO capability when login to other base platforms. The 
current implementation of the EFS (with IDS) follows the OpenID based identity method. 
Here, the user who tries to login to the base platform using EFPF credentials, is redirected 
to the EFPF platform (and its EFS) for the validation of his/her credentials. After verifying 
the credentials, the user is redirected to the relevant base platform. Furthermore, the base 
platform identifies the user and provides required roles based on predefined policies. 
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Figure 9: Workflow 2 - Login to the EFPF using EFPF platform credentials, then login to 

the PLATFORM 1 and the PLATFORM 2 

 Federated IDM Implementation at the Platform Integration Interoperability 

Level 

The platform integration interoperability level requires that the Data Spine middleware is set 
up to provide access to the base platforms via service accounts. The policies and access 
controls between base platforms are mediated and translated by the EFS’s policy engine. 
The OpenID client-based credentials flow has been implemented to enable access between 
the platforms. 

In comparison to Figures 8 and 9, which both illustrate the implementation workflow for the 
platform interoperability level (without the Data Spine middleware), Figure 10 illustrates fully 
enabled platform integration interoperability level in EFPF.  

In Figure 10, the EFS (with IDP) is represented as a part of the Data Spine middleware. The 
role of EFS here is to federate service calls, manage the access to the base platforms 
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services, and provide a global IDM system for EFPF. The user roles are synced from the 
base platform to the EFS and are used inside the EFS policy engine to grant access to 
resources in other platforms. XACML (eXtensible Access Control Markup Language) policy 
language has been initially used to formulate the policies, which will be over the time 
replaced by the Policy Enforcement Service (PES) (see Section 1.4.1 for more information 
on PES).  

 
Figure 10: Platform integration interoperability between two platforms in the EFPF 

ecosystem 

1.3 API Security Gateway (ASG) 

The API service security in EFPF is handled by the API Security Gateway (ASG) that ASG 
acts as a border gateway for all API calls targeting the Data Spine. The ASG’s main role is 
to enforce security policies related to the service calls.  

The ASG is implemented using Apache APISIX, which at the time of writing this report, is 
undergoing incubation at the Apache Software Foundation (ASF) (for more details: 
https://github.com/apache/incubator-apisix#apisix). APISIX is a cloud-based microservices 
API gateway that delivers the ultimate performance, security, open source and scalable 
platform for APIs and microservices. It can be used as a traffic entrance to process all 
business data, including dynamic routing, dynamic upstream, dynamic certificates, A/B 
testing, canary release, blue-green deployment, limit rate, defence against malicious 
attacks, metrics, monitoring alarms, service observability, service governance, etc. 
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Compared with the traditional API gateways, APISIX has dynamic routing and plug-in hot 
loading, which is especially suitable for API management under microservice systems.  

Figure 11 shows the basic communication workflow around the ASG (note that ASG is 
represented by the API Gateway (blue box) in Figure 11). 

 
Figure 11: Communication Flow with the ASG in EFPF 

The ASG automatically creates the routes for services that are based on the Service 

Registry from the Data Spine (note that Data Spine is represented by the Resource 
Server/NiFi (blue box) in the previous figure). Any routes which are not exposed to the ASG 
will result in a 404 response (“Not found”).  

The ASG has two custom plugins for security enforcement, Open ID Connect plugin and 
Policy Enforcement plugin dealing with the following services (see Section 1.4.1).  

• The Open ID Connect plugin provides token introspection, which can be performed 
either through communicating with the identity server or importing the public key of the 
token. This plugin verifies if the token is generated from the EFPF identity server and 
does basic authorization via JSON web token scopes. 

• The Policy Enforcement plugin provides additional security for the routes defined by 
the ASG. The identity server allows to define policies based on the user’s role or user’s 
attributes. This plugin communicates with the policy engine to allow or reject the call 
based on users’ privileges. 

1.4 EFPF Security (EFS) Portal 

The EFS is a distributed single point of trust that enables a class of Super Administrator with 
a role to provide secure authentication of any tenant platform in the ecosystem (e.g. multi 
identities to be managed across company’s accounts). It encompasses multiple security 
services designed in EFPF to enforce security for the platforms’ ecosystem. These services 
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include user management and user federation services (see Section 1.2.3), token translation 
service and policy enforcement service.  

In this section, more details are provided on the design and implementation of the Policy 
Enforcement Service (PES) and Token Translation Service (TTS).   

Figure 12 illustrates a workflow for accessing base platforms in EFPF through EFS and 
ASG. The requests to access EFPF platform ecosystem come from the EFPF Marketplace 
(1) to ASG that communicate with the Identity Server through PES (2) and SSO/ Access 
loggers (3) to provide token translation using TTS (4). The token is returned via PES (5) to 
ASG, and the initial user access request is either denied or approved by the ASG.  

 
Figure 12: Workflow for accessing a base platform through EFS and ASG 

1.4.1 Policy Enforcement Service (PES) 

Policy Enforcement Service (PES) is the very first contact point from the ASG. It enables the 
enforcement of policies to services exposed via the Data Spine.  

EFS enables the following types of permissions to be created:  

• Resource-Based: The permission can be directly applied to a resource created in the 
identity server. 

• Scope-Based: The permission can be assigned to scopes or both scopes and a 
resource.  
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The scopes represent a set of rights at a protected resource and can be resource-specific 
or shared between multiple resources. Figure 13 illustrates the architecture of the PES that 
is based on Keycloak authorization services [Keycloak20]. 

 

Figure 13: PES architecture [Keycloak20] 

PES architecture includes the following components:  

• Policy Administration Point (PAP) provides a set of UIs based on the Keycloak 
Administration Console, used to manage resource servers, resources, scopes, 
permissions, and policies. Part of this is also accomplished remotely through the use 
of the Protection API (a part of the Authorization Service PDP); 

• Policy Decision Point (PDP) provides a distribution of the policy decision point to where 
authorization requests are sent. Policies are evaluated accordingly with the 
permissions being requested.  

• Policy Enforcement Point (PEP) provides implementations for different environments 
to enforce authorization decisions at the resource server side. 

• Policy Information Point (PIP) is being based on Authentication Server. The users can 
obtain attributes from identities and runtime environments during the evaluation of 
authorization policies. 

To secure URL paths or resources, the EFPF admins define permissions in the Keycloak 
identity server and for this, the admin should choose a preferred decision strategy. The 
decision strategy can either be unanimous or affirmative: 

• Affirmative decision strategy means that at least one permission must evaluate to a 
positive decision to grant access to a resource and its scopes.  

• Unanimous decision strategy means that all permissions must evaluate to a positive 
decision in order for the final decision to be also positive.  

As an example, if two permissions for a same resource or scope are in conflict (one of them 
is granting access and the other is denying access), the permission to the resource or scope 
will be granted if the chosen strategy is affirmative. Otherwise, a single deny from any 
permission will also deny access to the resource or scope. 
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1.4.2 Token Translation Service (TTS) 

The four base platforms in EFPF come with own authentication and authorization 
mechanisms, and to allow access to the users from the EFPF federation, they use the token 
generated by their authentication system. Hence, the EFPF users cannot access the 
connected base platforms with the EFPF token that is generated by EFS.  

Figure 14: Token translation service (TTS) sequence diagram 
Token Translation Service (TTS) acts as an intermediary service that enables a valid access 
token to external API calls.  

Figure 14 shows the token translation diagram from EFPF token. The EFPF user requests 
to access an external API and sends the EFPF token. The ASG initiates the EFPF token 
translation process by sending it to TTS. A request for an external token is sent from TTS to 
base platform’s Identity Service, that sends a base token back to TTS. TTS appends a base 
token to request and sends it to ASG. Now, ASG is equipped with the base token and 
initiates an API call directly with the base platform.  

The EFPF token that is sent to TTS contains information on users' email and role in EFPF. 
If the user is already present in the base platform then the service can provide the access 
token of the user in the base platform. Otherwise the base platform can grant the token 
based on user’s privileges in the EFPF.  

In addition, the ASG ensures the admin APIs of the message broker. During the purchase 
of a Factory Connector (FC) or an IoT device, the EFS assigns a root topic for the FC. From 
there, the user is only allowed to create subtopics under the designated root topic. Any 
attempt to create a subtopic/publisher/producer will result in a 401 unauthorized access 
code via the ASG. The following sequence diagram, presented in Figure 15, shows how the 
ASG protects the admin API of the message broker in the FC management scenario. 
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Figure 15: FC PubSub security sequence diagram 

1.5 Data Security 

Cryptography is the study of encryption methods that are means by which information is 
obfuscated, but the original information can be retrieved through certain processes. Ideally, 
encrypted information is indistinguishable from random noise.  

History shows that mechanisms that depend upon the cryptographic method being a secret 
are often defeated, and modern encryption routines use well studied methods, which require 
certain mathematical inputs to operate. These routines have been well studied, and it is 
believed that only the knowledge of the input allows for the effective use. Furthermore, while 
the input can be guessed, it has been studied how long it would take to guess the secret on 
average.  

So long as the inputs of sufficient quality are well guarded and kept secret, the encrypted 
values will be secure. 

1.5.1 EFPF Data Security Goals 

The CIA Triad is a cybersecurity paradigm, which represents Confidentiality (ensuring 
information cannot be extracted), Integrity (ensuring information cannot be modified), and 
Availability (ensuring that data and related services are accessible as desired). 

 Data Confidentiality  

The principle of data confidentiality relates to ensuring that information cannot be extracted. 
Within the EFPF context, this ensures that information cannot be read during network 
communications or extracted from secure data repositories. 

For example, attackers could observe communications sent over the Internet and attempt 
to discover the contents of messages. This could be, e.g., used to gain knowledge of 
competitor secrets, or obtain information for subsequent attacks. 
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Data confidentiality is closely related to privacy, whereby privacy relates to the ability to 
control access to one’s personal information, additional actors could violate privacy by 
sharing information they have access to. A breach of confidentiality would easily lead to a 
violation of privacy, but not all violations of privacy are breaches of the confidentiality 
principle (at a technical level, rather, it is a social or legal issue). 

 Data Integrity  

The principle of data integrity relates to ensuring that information is not modified, altered, or 
deleted. Within the EFPF context, this could impact EFPF and EFPF’s clients’ data, injecting 
doubt to data quality, or resulting in the loss of vital business data. 

For example, attackers could attempt to create their own network communications to create 
false records, edit existing records, or delete records. 

 Data Availability 

The principle of data availability relates to ensuring that data and related services are 
present as needed. Attackers could attempt a Denial-of-Service (DoS) attack, whereby data 
services capacities are overburdened to reduce effectiveness, or outright eliminated. 

Within the EFPF context, a loss of operational capacity of services or functionality could 
result in direct financial impact as lost sales opportunities, or significant disruption to services 
supporting clients’ business operations. 

For example, attackers could generate large amounts of network traffic to occupy a target’s 
computing resources, with the goal of consuming enough resources that legitimate 
communications cannot be allocated sufficient resources to be correctly handled. 
Alternatively, attackers that have already compromised computer resources could shut 
down services and hardware to outright cease operations. 

1.5.2 Cryptography  

 Symmetric/Asymmetric Encryption  

There are two kinds of encryption, symmetric, where the same key is used to encrypt and 
decrypt information, and asymmetric, where a public / private keypair exists, whereby one 
key can decrypt information encrypted by the other. 

Care should be taken to select methods that are believed to be safe. For example, NIST 
offers guidelines for Block Cyphers at [NISTBC20], emphasizing the following approved 
methods to be used for both applying cryptographic protection (e.g. encryption) and 
removing or verifying the protection that was previously applied (e.g. decryption): Advanced 
Encryption Standard (AES) and Triple Data Encryption Algorithm (Triple DES).  

 Commonly Used Hash Algorithms  

A hash function, whereby a data stream is converted to a small bit of data, in such a way 
that it is infeasible to infer the original data, and small changes in the input data result in 
significant and unpredictable changes in the output data. Care should be taken to select 
algorithms that are believed to be secure. For example, NIST offers guidelines on hash 
functions at [NISTHF15]. 
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1.5.3 Identity Verification  

Public / private cryptography creates an interesting opportunity. It is possible to perform 
mathematical operations which provably demonstrate knowledge of the secret value for the 
private key, but that does not reveal any information about the secret itself. On the 
assumption that the private key remains secret, this ability can be used as a mechanism to 
verify the authentication of a remote party. 

Beyond simply authenticating a remote entity, the remote entity can also endorse data, 
through a method called a digital signature, whereby the data is specified, and then the hash 
of the specified data is encrypted by the entity. To verify that the data has been endorsed, 
other parties can calculate their own hash of the data and decrypt the appended hash output 
with the public key of the first entity. If the two values are the same, the integrity of the 
message can be verified. Care should be taken to select digital signature algorithms that are 
believed to be secure. For example, NIST offers guidelines on digital signatures at 
[NISTDS20]. 

 Applications in OAuth and OpenID  

A key application use of identity verification within EFPF is OAuth and OpenID, which 
handles the delegation of authentication to a centralized server, allowing for a distributed 
system (such as EFPF) to have a consistent identity system. 

OAuth uses Keyed-Hash Message Authentication Codes (HMAC) to sign tokens. If HMACs 
are signed with a private key, all entities in the ecosystem can utilize the public key to verify 
the authenticity of the message. If a symmetric key is used, the OAuth server would have to 
confirm the message, requiring additional communication. 

NIST provides details for HMACs at [NISTHMAC08]. 

Distributing authentication to a single server also allows a better control of security practices 
within critical infrastructure, whereby great care can be applied to this foundation service for 
the EFPF platform. 

 Digital Certificates and the Chain of Trust  

The ability to authenticate a remote entity through knowledge of a private key is powerful, 
but without additional support, is limited in terms of identity. It can be verified that the remote 
entity has not changed, but the initial binding of identity to a private key requires some level 
of trust. To solve this, cryptographic certificates and a chain of trust are used. Whereby trust 
is extended to a small group of entities to vouch for the identity of other entities, which in 
turn are trusted to some degree to repeat the process.  

A digital certificate is a digital statement about identity. It expresses the identity of the subject 
entity, specifies their public key, the identity of a confirming entity, and is then digitally signed 
by the confirming entity. As such, the confirming entity can vouch for the identity of the 
subject entity. 

To start the chain of trust, system end users trust their software provider to provide a list of 
verified certificates for Root Certificate Authorities (RCAs). The RCAs, in turn, verify other 
entities, some of which are designated Intermediate Certificate Authorities (ICA), which are 
trusted to authorize yet other entities.  

To verify the identity of a remote entity, the remote entity can provide a digital certificate and 
upon obtaining all the digital certificate used in the process, a chain of trust can be followed 
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from the RCAs, through any ICAs, to the final remote entity, to ascertain the identity of a 
previously unknown party. 

There is a very slight risk that a private key could be leaked over time, either due to accidents 
or as a target of other attacks. As this risk is cumulative over time, best practices dictate that 
digital certificates are provided with an expiration date, capping the risk that a compromised 
key cannot be used forever. 

1.5.4 Connection Level Security  

Connection level security handles data in transit. It must be assumed that data will be sent 
across the Internet in general, and the traffic will be visible to hostile actors. It is difficult to 
hide the evidence of the connection itself, and some information about the nature of the 
communication can be inferred from traffic monitoring, the data within the connection itself 
can be protected. 

 HTTPS  

Hypertext Transfer Protocol Secure (HTTPS) uses the Hypertext Transfer Protocol (HTTP) 
in combination with Transport Layer Security (TLS). TLS is a cryptographic protocol that 
forms the foundation for the bulk of secure Internet communication.  

HTTPS provides several significant advantages over plain HTTP from a cybersecurity 
perspective. First, digital certificates are used to authenticate the identity of the remote party, 
and secondly communication are encrypted, ensuring the confidentiality and integrity of 
messages. 

HTTPS is commonly used with modern browsers, with trends that sites without HTTPS are 
specifically marked as insecure by the browser. 

Management of digital certificates is imperative to ensuring the proper continuation of 
service. For EFPF, this means that further considerations are needed to handle the 
certificate management for web servers. One option would be to purchase certificates, which 
would then be valid for some period, typically 1 to 3 years. Another option is to utilize the 
free service Let’s Encrypt, which offers free certificate signing for domains, but with a limited 
90-day expiration window. Both would require procedures for handling certificate rotation. 

 Content Distribution Networks (CDNs)  

While HTTPS works to guarantee confidentiality and integrity, it does not apply to availability 
concerns. Protecting against a Distributed Denial of Service (DDoS) attack takes great 
resources, more so than are commonly available to small and medium businesses, 
especially as these resources would only ever be used in the event of an attack. 

As such, specialized companies provide Content Distribution Networks (CDNs), which 
operate with global networks with great capacity. By routing HTTPS traffic through these 
CDNs, the CDN can handle filtering of attack traffic, providing a layer of security against 
DDoS attacks, and increasing the availability aspect of the EFPF platform. 

The use of CDNs has several pros and cons. To utilize a CDN such as Cloudflare, the 
Domain Name Service (DNS) name is set to the CDNs DNS server, where the CDN can 
direct incoming HTTPS requests to proxy servers on behalf of the domain. As these are 
proxy servers, they need to decrypt the incoming connection to check what the final 
destination is. At this point, the contents of the connection are read, and the ability to modify 
the connection exists, creating the possibility for an attack which would violate confidentiality 
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and integrity. One advantage of this service is that the CDN manages the HTTP certificates, 
reducing the need for administrative overhead on that point. 

Alternatives to CDNs to provide resilience to DDoS attacks would require more active 
administration, and the capacity to scale resources (such as cloud computing solutions) 
against the DDoS attack, along with the funding for such resources. 

1.5.5 Private Key Handling and Protection 

As the value of private keys are in their secrecy, great care must be taken in key handling 
and key protection. NIST offers guidelines for key management at [NISTKM20].  

First, to mitigate the overall risk of a key being compromised, a plan should be implemented 
to handle the rotation of private keys used. 

Storing private keys on a readable medium creates the opportunity that they can be copied. 
A solution to this is to use a special Hardware Security Module (HSM), which can generate 
and utilize private keys for encryption/decryption, while limiting the capability to expect the 
key itself. While a solution that does not let any form of key exportation offer the most 
confidentiality, the event of the loss of the key would result in an unacceptable availability 
risk. As such, an HSM that offers the ability to export the key in parts could be used, where 
a team of security officers each receive a piece of the key, and requires some quorum of 
the security team to work to restore a key. 

An HSM’s value lies in the physical control of the device. As the computing resources are 
currently distributed between project partners as needed, without a final physical location, 
the expense in time and money to configure HSMs would not be justified until a final hosting 
solution can be settled upon, and HSM support should be carefully considered in future 
planning. 

 Kubernetes  

Docker is a system where programs are packaged as a complete but minimal system, which 
can then be executed on a host OS, in a portable manner. Docker images, intended to be 
widely portable, are easily copied. As such, private keys and other secret values should not 
be built into the Docker image itself, due to an extended risk of the secret being exposed. 
As such, private keys and secret values should be inserted into the running Docker container 
process or after creation of the container. 

One option is to use a mapped mount or volume, to where the key exists somewhere on the 
host, and then is accessible to be read from within the running Docker container. This 
constrains the confidentiality of the private key to that of the system, which is a significant 
improvement over having the key in the Docker image, but is still dependent on the host not 
being compromised, and system administrators can still access the key. Similarly, Docker 
management tools such as Kubernetes, support the use of defined secrets under the 
administration interface of the tool, but these too are recoverable.  

For very sensitive keys, a special start-up process could be adopted, where a custom service 
is used to insert private keys and secret values after they are created, but before they are 
fully online. This has the disadvantage that they become difficult to handle.  

1.6 Risk Management in EFPF  

Security implementations are always about finding balance in risk management. Security 
procedures that are too cumbersome get bypassed. While general security practices should 
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suffice for the majority of modern security threats, the exact security measures taken inside 
EFPF need to be addressed individually. 

1.6.1 Background and the Importance of Design-Time Risk Analysis  

Complex and multi-stakeholder systems that are typical in the Factory of Future (FoF) 
domain, require an analysis to understand the intrinsic security properties within the system 
and the impact of potential system misbehaviours on the external world and the business in 
particular. System trustworthiness attributes are quantified using trust-worthiness metrics 
that measure system’s (or individual components) behaviour, based on raw measurements, 
i.e., observable system properties. The design-time models enable the domain expertise to 
be encoded and reused in a systems’ design. Such models may have different levels of 
abstraction. For example, an abstract system model can be used to help system designers 
to graphically identify and analyse the threats that can arise in a system before knowing the 
actual deployment details [LOSO10]. Once the model that includes assets (anything of value 
in the system, including software, hardware and humans [GMBM14]) and relationships is 
defined, it is possible to exploit a domain knowledge base to make the design-time analysis 
that supports the “Security by Design” paradigm, e.g. implementing risk analysis standards 
like ISO/IEC 27005:2018 “Information Technology – Security Techniques – Information 
Security Risk Management” [ISO-27005].  

The ISO27005, one of the most important standards that affects cybersecurity risk analysis, 
is designed to help all types of businesses by providing guidelines for the effective 
introduction of information security measures, based on a risk management approach. It 
works in conjunction with the processes outlined in ISO 27001 [ISO-27001]. The ISO 27005 
suggests a framework for the implementation of a security management system using an 
“asset, threat and vulnerability risk identification method”. It does not provide specific 
methods or controls for managing risk, but instead provides a broad asset-based approach, 
within which an organisation can adopt its own preferred methods. 

1.6.2 Regulatory Compliance Threats  

When analysing a system, a risk analyst supports finding possible threats to that system 
and ways to mitigate against them. However, threats are not only issues causing assets to 
misbehave – known as security threats. There are also compliance threats that have two 
forms, mandatory compliance with laws and regulations, and voluntary compliance with 
industry standards. Mandatory compliance is a legal requirement. Voluntary compliance can 
be driven by a desire for best practices or be required by business partners. For example, 
many large firms demand their suppliers to adhere to ISO 27001 standards. 

Compliance threats are different from security threats because they do not have an external 
cause and do not cause asset misbehaviour. Nevertheless, they need to be included in any 
risk analysis. As the number of rules has increased (e.g. with GDPR) it is increasingly difficult 
for organizations to keep up and remain compliant. Furthermore, evolving technology, such 
as the IoT, also poses compliance issues for companies. In addition, there may be laws and 
regulations which affect business activities at a range of different levels. These laws may 
also slightly vary in different jurisdictions. Failure to comply with the relevant regulations 
(and standards) is a threat to the operation of the business because choosing not to comply, 
or accidentally failing to do so (e.g. through lack of awareness of the regulations), can have 
negative business consequences. These might include fines or legal prosecution (regulatory 
non-compliance), loss of reputation, or loss of business (non-compliance with partner-
mandated standards). 
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Assessing this risk means calculating the likelihood that a non-compliance will be discovered 
(e.g. by regulators, authorities…) and assessing the impact of that non-compliance. 
Consequently, non-compliance is usually not an option and the risk level could be 
unacceptably high. Despite the potential complexity of compliance, it is vital that a risk 
analyst recognizes all the relevant regulations, understands their implications for 
cybersecurity, and appreciates the high-risk levels presented by a compliance threat. 

1.6.3 Addressing Risk Analysis in EFPF  

The goal of EFPF is to create a federation of Digital Manufacturing Platforms (DMPs) 
seamlessly integrated to offer many ICT services to the end-users. It is, therefore, a complex 
multi-stakeholder environment in which the data are consumed by several services across 
platforms. The multiple possibilities and the dynamicity of the different scenarios introduce 
the need for a structured risk analysis that follows best practice and standards like the ISO 
27005. Identifying and mitigating both security threats and a lack of compliance (compliance 
threats) enable a federation credibility in EFPF towards the end-users and support the push 
of good practice in existing ecosystems where a risk assessment approach is not fully 
adopted yet.  

As shown in Figure 16, a risk analysis tool called SSM (System Security Modeller) was used 
to support this value proposition. The SSM tool performs the design-time security risk 
analysis and compliance check through knowledge-based reasoning and pattern 
identification over system models that are defined by the end-users. The models represent 
the topology of the physical (the infrastructure/ assets), logical (the processes/ services) and 
dataflow (the data) layers. The SSM tool is connected with the EFPF SSO services (see 
Annex C for details on the experience of linking SSM with EFPF SSO) and is offered as one 
of the services in the e-Factory portal.  

The main functions of the SSM tool are the following: 

• System model management and system model construction 

• System analysis and threat identification, including potential regulatory compliance 
issues (compliance threats) 

• Risk level analysis 

• Navigation of attack paths and secondary effect cascades 

• Compliance threats and modelling errors 

The following list summarizes the SSM implementation of the ISO 27005 workflow: 

• Identify system assets and relationships and build a system model 

• Autogenerate hidden (inferred) assets, asset properties, and threats 

• Specify input assumptions by overriding defaults where necessary: 

• impact levels for different threat effects on primary asset 

• trustworthiness levels for shared assets 

• Add security measures already specified or implemented 

• Calculate likelihood and risk levels: 

• threat likelihood based on trustworthiness assumptions, plus attack path and 
secondary effect propagation 

• effect, likelihood and (by combining with impact level) associated risk level 

• degraded trustworthiness levels caused by threat effects 

• If the risk levels are not acceptable: 

• add more security measures and go to step (5), or 

• go to back to step (1) and change the design (i.e. asset composition) 
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Figure 16: The SSM tool  

The SSM tool is used in EFPF to assess in isolation the risk level that is associated with 
newly developed services. The regulatory compliance check will be used to validate 
scenarios where the GDPR legislation is relevant and should be applied.   
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2 On Governance Rules for Platform Ecosystems 

This section describes the results of the first 18 months of the EFPF task T5.3 “Governance 
Rules and Trust Mechanisms”. The EFPF is an emerging ecosystem of multi-sided digital 
platforms. This platform ecosystem requires effective governance mechanisms to be put in 
place, to reach its major goals and create sustainable outcomes. The governance 
mechanisms for digital platform ecosystems need to reflect on the lawful interactions of key 
stakeholders: owners of the platforms, companies using the platform, or developers, users, 
advertisers, economists, computer scientists, governments or regulators. The interests and 
legal roles require a balanced interplay and understanding of interdependencies between 
all stakeholders, collaborating in such an ecosystem. In other words, to stimulate positive 
interaction payoffs within the platform ecosystem, both platform stakeholders and platform 
technology enablers must be regulated and governed.  

Governance challenges for platform ecosystems come in many forms and various 
questions; for example, how to setup membership; who makes decisions about the product, 
network, technology support, etc.; who maintains the platform instances; how are new 
services implemented and deployed; who owns the Intellectual Property Rights (IPRs); and 
many more. One of the greatest governance challenges is how to get business competitors 
to cooperate with each other, within the platform ecosystems. Here, efficiency gains, Return 
of Investments (ROIs) and other incentives need to be supported through platform 
ecosystems by selecting the adequate governance mechanisms.  

Currently emerging platform governance mechanisms can be categorized as one of three 
basic models: self-governance, external governance, and co-governance [MUBO19]: 

• Self-Governance Mechanisms: The self-governance or self-regulation model is 
currently one the most dominant governance model. It allows a laissez-faire 
relationship between governing institutions and platform companies. In this model, the 
platform decisions are made with minimal external oversight [SUZO19]. One of the 
major advantages of the self-governance model is that it allows companies to quickly 
make interventions, long before legislation comes into effect. Some important 
limitations are that voluntary arrangements rely on goodwill and provide e.g. useful 
tools for journalists, but much less useful information for regulators.  

• External Governance Mechanisms: The external governance model appears either 
in a form of legislation around existing policy levers or legislations that affect the 
business models and practices of certain companies and industries. For example: the 
German Network Enforcement (NetzDG) law removes liability protections for content 
violating German law [SCHU18]. Another example is the European Union’s 2018 
General Data Protection Regulation (GDPR) that gives clear requirements to the 
platforms on how to process personal data and introduces penalties for non-
compliance [GOLL17]. 

• Co-Governance Mechanisms: This model seeks to provide values of democratic 
accountability without making extreme changes to the current platforms [MUBO19]. It 
is about the ways to support platform cooperatives, decentralized systems, and other 
various forms of community self-management. It investigates multiple platform 
functionalities, e.g. user complaints, ethical frameworks for platform companies, 
transparency reporting, third party audits, fairness, accountability, responsibility, etc. 
[DFAB16]. 

The review on platform governance design methods discovered great diversity of 
approaches. For example, Tiwana et al. in [TIKB10] describe the following three aspects of 
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governance design: decision rights, control, and ownership; Mukhopadhyay and Bouwman 
in [MUBO19] emphasize the role of the following five aspects of governance design:  

• ecosystem design – based on the following four dimensions: leadership structure 
(e.g. a single platform leader or multiple leaders jointly creating a platform [RVNC15]); 
membership openness (e.g. closed, open or controlled access mechanism); tiering 
structure (i.e. different levels of membership can reduce coordination complexity 
[GUPT12] and motivates complementors to make a higher contribution [INSR17]); and 
decision rights sharing (e.g. a decentralized decision making increases trust among 
platform participants, leverages complementor’s knowledge of a specific domain and 
enhances the perceived fairness and credibility of the decision process [NASA11]).    

• ecosystem coordination mechanisms - based on shared values, and implicit or 
explicit rules for value exchange [LUNA15]. Some examples of coordination 
mechanisms include: self-regulations, which appeared to be more effective than formal 
controls [GOKE14] [ GOBB17]; “governance at arm’s length” that suggests a 
standardized ecosystem coordination [HUKD17], or “dyadic governance” for 
collaborating with important complementors [HUKD17] [REUV11]. 

• ecosystem value co-creation – based on: effective complementary resource 
integration; increased interaction among the partners; proper definition of the roles in 
the ecosystem [LUNA15]; increased application market competition to boost the variety 
of outputs; exclusive agreement with key complementors; leveraging boundary 
resources APIs, Software Development Kits (SDK), technical documentation) to 
prevent application development that is not compatible with the vision of the platform 
leaders [ZHLI11]. 

• ecosystem value appropriation – based on transparent/ fair revenue sharing which 
positively impacts complementors’ intention to stay with the platform ecosystem 
[CESA13], risks mitigation, building reputation mechanisms [NASA11] [TIKB10] 
[ZHLI11]. 

• ecosystem architectural principles – based on the degree of modularity, openness 
and richness of interfaces.  

In addition to the review of governance design methods for digital platform ecosystems, the 
following IT governance frameworks are explored: 

• ITIL (Information Technology Infrastructure Library) framework for IT service 
management and delivery. It provides guidance on how IT processes should be 
planned, designed and implemented to serve the needs of business. According to 
[MOHU14] [NIEV14], majority of ITIL processes remain applicable for the provisioning 
of IT services through Cloud Computing (CC). 

• ISO/IEC 38500 or COBIT 5.0 (Control Objectives for Information and Related 
Technologies) governance framework, published by the Information Systems Audit 
and Control Association (ISACA). COBIT is an IT governance framework and toolset 
that allows managers to bridge the gap between control requirements, technical issues 
and business risks [COBIT19].  COBIT is also developed to provide control and 
governance strategy around CC governance challenges, CC infrastructures and 
services [ISACA13] [ILAB15]. 

• ISO/IEC 27001/2 standard with a focus on implementation of an Information Security 
Management System (ISMS) for designing and implementing a coherent set of 
information security controls. 

• Cloud Computing (CC) governance model that identifies the following four key 
governance domains in the cloud: Cloud Migration (CM) with the required controls for 
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planning, executing, evaluating, and monitoring CC migration; Information Security (IS) 
with the required controls for CC security measures; Risk Management (RM) with the 
controls for identification, analysis, mitigation, monitoring and review of CC security 
risks; and Service Level Agreement (SLA) with the controls for initiation, negotiation, 
establishment, monitoring, enforcement and termination of CC SLAs [BOMH18]. The 
CC governance framework provides an in-dependent approach based on the above 
three governance models. 

2.1 Platform Ecosystem Governance Methodology in EFPF 

To overcome the complexity of decision making among various stakeholders in the EFPF 
platform ecosystem and different technology solution providers, the first step is to identify 
the best governance model to support a platform federation. Figure 17 illustrates the scope 
of governance mechanisms in EFPF ecosystem, i.e. it includes software development 
governance based on the architecture/IT governance mechanisms; data governance that 
addresses the decisions related to the data as defined by nineteen data governance factors 
given in [33]; privacy policies; regulation and norms; etc.  

 

Figure 17. The Scope of Governance Mechanisms for the Digital Platform Ecosystem in 
EFPF 

The identified platform ecosystem governance elements, illustrated in Figure 17, were 
further mapped to the five aspects of governance design, as discussed in [MUBO19]. Figure 
18 illustrates governance mapping details, e.g. “Ecosystem Design” from [MUBO19] is 
mapped to “Terms & Conditions” and “Privacy Policies” in EFPF; “Ecosystem Architectural 
Principles” [MUBO19] is mapped to “Architecture/IT features” in EFPF; “Ecosystem Value 
Co-Creation” [MUBO19] is mapped to “Data and Service policies” in EFPF; etc. The five 
aspects of governance design are called in areas 1-5 in EFPF.  

The EFPF Governance Framework (EFGF), presented in Figure 18, is holistic by its nature, 
incorporating platform organizational standards, strategic planning, business rules and 
norms of behaviour within the ecosystem, software standards, regulatory requirements, and 
other aspects which need to be continuously monitored and assessed for each of the five 
areas, and from the perspective of various EFPF users (stakeholders).  

 

http://www.efactory-project.eu/


 European Connected Factory Platform for Agile Manufacturing – www.efpf.org 

 

 

D5.2: Security and Governance - Vs: 1.0 - Confidential 38 /79 

 

Figure 18. EFPF Governance Framework (EFGF) 

From the perspective of capturing rules and decision-making procedures for five areas, the 
following elements are considered:  

• AREA 1: Terms and conditions (interchangeable terms are: “Terms of Use”, “User 
Agreement”, or “Terms of Service Agreement”): it outlines the terms and conditions the 
user must agree to in order to interact with the EFPF platform. It prevents 
misunderstanding between the EFPF platform owner and the EFPF users, by defining 
the following:  

• Intellectual Property Rights (IPRs) protection,  

• limits of EFPF platform legal obligations to the users,  

• which country’s laws apply to govern the platform (choosing the jurisdictions),  

• ensures that abusive content can be removed, 

• limits responsibilities towards e.g. third parties 

• sets own platform rules and the consequences for violating these rules, etc.  

Terms and conditions in EFPF are collected using the T&C templates (see Annex D 
“Terms & Conditions in EFPF”). Privacy policies in AREA 1 are statement that explains 
how the user’s data is collected, handled and processed by the EFPF platform. It is 
required by the law and usually includes the following clauses:  

• Collected information on how it is used 

• Information disclosure 

• Public data 

• Data storage 

• Third-party embed 

• Tracking & cookies 

• Modifying or deleting user’s personal information 

• Data security 

• Business transfer 

• Email from medium  

• Changes to this policy 
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• AREA 2: Architecture and IT governance includes a policy-based control of information 
to meet all legal, regulatory, risk, and business demands. The focus in on the actual 
software development and maintenance activities of the IT that are aligned with the 
business objectives of the platform, e.g. with the EFPF Platform Foundation. 

• AREA 3: Data governance, service policies, APIs policies and SDKs include those 
rules that define i.e., processes and controls to ensure that information at the data level 
is true, accurate, and unique (not redundant). It involves data cleansing to remove 
corrupted and inaccurate data and de-duplication of the data, to eliminate redundant 
data occurrences. Data policies have to address policies related to personal data (data 
belonging to the user of the EFPF platform), corporate data (data belonging to the 
company that user of the EFPF platform represents), community data (data belonging 
to the group of users that getter together over the EFPF platform for sharing specific 
interests, e.g. forum, working teams, etc.), sectoral data (data that constitute a specific 
sector, e.g. Smart Manufacturing sector, Automotive Driving sector, etc.) and potential 
infrastructural data lakes (data that constitute a larger body of data, e.g. Common 
European Data Space [EC-DATA20]).   

• AREA 4: Marketplace rules, trust and reputation features that define the expected 
behaviour in the platform ecosystem to create expected positive effects.  

• AREA 5: The existing laws and regulations at the international and national levels. A 
list of regulations of interest for the EFPF platform ecosystem includes the following: 

• EU Network and Information Security (NIS) Directive3 - The goal of the NIS 
Directive is to enhance cybersecurity across the EU. From 09 May 2018, the NIS 
Directive incorporates  national legislation through e.g. national capabilities "EU 
Member States must have certain national cybersecurity capabilities of the 
individual EU countries, e.g. they must have a national CSIRT, perform cyber 
exercises, etc." and a national supervision of critical sectors: "EU Member states 
have to supervise the cybersecurity of critical market operators in their country: 
Ex-ante supervision in critical sectors (energy, transport, water, health, digital 
infrastructure and finance sector), ex-post supervision for critical digital service 
providers (online market places, cloud and online search engines)". The NIS 
Directive strongly promotes risk management and incidents reporting between 
the Operators of Essential Services (OES) and Digital Service Providers (DSP) 
in the EU. The scope of DSPs, in the context of NIS Directive, is limited to cloud 
computing services, online marketplace and online search engines, which 
regards EFPF as a DSP, e.g. as an online marketplace allowing business entities 
to share their product catalogues and business services with other consumers or 
businesses. Hence, EFPF must comply with the NIS Directive and provide risk 
management and incidence reporting 

• Article 16(4) of the NIS Directive lists the following parameters to be shared in 
order to determine any cross-border impact of an incidence: (i) the number of 
users affected by the incident, (ii) the duration of the incident, (iii) the 
geographical spread regarding the area affected by the incident, (iv) the effect 
of the disruption, and (v) the extent of the impact on economic and societal 
activities. 

• Article 16(11) defines that DSPs that are micro or small enterprises (employing 
fewer than 50 persons and having an annual turnover not exceeding €10 
million) are excluded from the scope of the security requirements and incident 

 
3 https://www.enisa.europa.eu/topics/nis-directive access 2019/11/01 
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notification, which shows a potential impact of the NIS Directive on EFPF after 
the expected growth of the EFPF platform ecosystem 

• National CyberSecurity Strategies (NCSS) by ENISA4 - NCSS are the main 
documents of national states to set strategic principles, guidelines, and objectives 
to mitigate cybersecurity risks. NCSS are directly required by the NIS Directive 
and supported by ENISA’s good practice guidelines, implementation guides, 
cyber insurance, etc.  

• ENISA’s “Good Practices in Innovation on Cybersecurity under the 
NCSS” from November 2019 [ENISA19], analysis cybersecurity-related 
innovation, industrialisation and collaboration, and market and policy in the EU 
Member States. This publication analyses innovation dimensions related to 
market and market regulations across the EU, which is of a remarkable 
importance in EFPF. For example, it lists Austria’s research in the area of 
cybersecurity through national and EU security research programmes (e.g. 
National Research Development Programme KIRAS Austria) and Austrian 
Cyber Security Platform launched by the Federal Chancellery in 2015   

• Technical Guidelines for the implementation of minimum-security 
measures for Digital Service Providers (DSPs) by ENISA5 - It provides a 
common baseline security objectives and measures for DSPs across the EU. In 
addition, it maps the security objectives against well-known industry standards, 
national framework and certification schemes, which is necessary to be 
addressed in EFPF too. For example, this document describes how the DSP 
establishes and maintains asset management procedures and configuration 
controls for key network and information systems, and many other aspects of 
information security. 

• Incident notification for DSPs in the context of the NIS Directive by ENISA6 
- It provides guidelines on how incident notification provisions for DSP could be 
effectively implemented across the EU, e.g. how to identify types of incidents, 
parameters and thresholds. 

• GDPR [GDPR18] became enforceable in May 2018 in the EU. EFPF services are 
designed in a way that adopts the core principles required for personal data 
processing. 

• ISO/IEC NP 24392, Information technology – Security techniques – Security 
reference model for Industrial Internet Platform (IIP). 

• Ethical Trading Initiative (ETI) for addressing business ethics - This is a 
candidate regulation to be revised, adapted or re-introduced as an enabler and a 
safeguard in the context of digital business ethics; see ETI’s guide to support 
companies uphold the right to freedom of associations within their supply chain 
[ETI17]. It should be extended to include digital avatars (AI-driven, human-like 
robots) and other covert systems).   

• Ethics Guidelines for Trustworthy AI, by Independent High-Level Expert 
Group (HLEG) on AI set by the EC [HLEG19] - This Guidelines set out a 
framework for achieving trustworthy AI. It offers an assessment list - “Trustworthy 
AI Assessment List (Pilot Version)” which includes (i) human agency and 

 
4 https://www.enisa.europa.eu/topics/national-cyber-security-strategies/national-cyber-security-strategies-guidelines-tools 
5 https://www.enisa.europa.eu/publications/minimum-security-measures-for-digital-service-providers 
6 https://bit.ly/32bqTFo 
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oversight, (ii) technical robustness and safety, (iii) privacy and data governance, 
(iv) transparency, (v) diversity, non-discrimination and fairness, (vi) societal and 
environmental well-being, and (vii) accountability. This framework will be 
examined in EFPF before operationalizing the EFPF platform for Open Calls and 
public usage.   

• Ethically Aligned Design (EAD) [EAD19] - EAD is an initiative created by the 
IEEE Standards Association. It covers many topics of interest to EFPF 
development, including e.g. general (ethical) principles; how to embed values into 
autonomous intelligent systems; methods to guide ethical design; safety and 
beneficence of artificial general intelligence and artificial superintelligence; 
personal data and individual access control; reframing autonomous weapons 
systems; economics and humanitarian issues; law; affective computing; classical 
ethics in AI; policy; mixed-reality, and well-being. 

2.2 Data Governance 

The information/data governance has received little attention in platform ecosystem 
research [SCWK16]. The authors in [LEZJ17] identify gaps of existing governance 
frameworks for platform ecosystems and highlight the following nineteen factors that should 
be considered when implementing data governance:  

• P1. Define data ownership of all types of data in the platform (e.g. user, process and 
system data) 

• P2. Define access rights based on the ownership and contribution of a data contributor 

• P3. Identify main criteria for defining data ownership 

• P4. Consider relevant regulations (laws, standards and cases) 

• P5. Develop decision models for defining of data owners/access 

• P6. Consider contributor’s efforts for value creation 

• P7. Identify dimensions for a measurement model 

• P8. Combine contribution with data ownership/access definition model 

• P9. Define data categories of a platform including various sources (e.g. user, process 
and system data) 

• P10. Define data use cases and individual use case, based on the data categories 

• P11. Keep consistency and integrity of the use cases 

• P12. Recognize requirements for data due processes 

• P13. Define audit process for conformance of the due processes 

• P14. Consider the result of audit make visible to stakeholders 

• P15. Detect and notify all activities regarding the use of the data in the platform 

• P16. Allow all participating groups to monitor and report the use of the data 

• P17. Achieve visibility of the data supply chain to stakeholders 

• P18. Trace all the derivation history of the data through metadata management 

• P19. Facilitate data owner authentication through data lifecycle. 

To understand policies and procedures that apply to specific data in EFPF, a review is 

performed on the existing information collection, storage and processing practices related 
to platform services, e.g. the EFPF accountancy service. To capture the most relevant data 
practices, the first step is about understanding the data, e.g. through the analysis of the data 
flow diagrams of implemented services. The next step in this approach is to provide a 
consistent categorization and profiling of both personal data and sensitive business data, in 
order to ensure that all categories of data are handled appropriately (Table 2). The following 
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steps include capturing of the data quality aspects (expectations, technologies, tools), 
access rights, and data protection methods (Tables 3-5). The process of modelling and 
designing data policies to be enforced through the governance framework, will be described 
in the final D5.2 report (M48).  

2.2.1 Classification and Profiling of Data  

Data policies ensure privacy protection and rights of persons (individuals) and groups of 
persons (communities). Table 2 differs between Personal Identifiable Information (PII) and 
Sensitive Business Information (SBI), which include:  

• personal data (data belonging to the user of the EFPF platform) 

• corporate data (data belonging to the company that user of the EFPF platform 
represents) 

• community data (data belonging to the group of users that getter together over the 
EFPF platform for the sake of sharing specific interests, e.g. forum, working teams, 
etc.) 

• sectoral data (data that constitute a specific sector, e.g. Smart Manufacturing sector, 
Automotive Driving sector, etc., or payroll data that should be available only to 
employees that process and/or review payroll data) 

• infrastructural data (data that constitute a larger body of data, e.g. European Data 
Space). 

Table 2: Data classification and profiling (note that this is an excerpt of the data in EFPF) 

Id Category of data Subcategory 
of data 

Personal Identifiable 
Information (PII) 

Sensitive Business 
Information (SBI) 

A3-1-1 Indexed data from 
the platforms in 
federation 

Data coming 
from the 
NIMBLE 
platform 

User ID, username, e-mail Company ID, company 
name, VAT number 

…     

A3-2-1 Accountancy 
service data in 
EFPF 

Login & 
Register Events 

Only user identifiers 
assigned by the platform 
(i.e. userId) is used. No 
other personal information 
(including emails) are 
collected. 

When company 
registration is 
implemented, only 
company identifiers 
assigned by the platform 
will be used. No other 
company related 
information is collected. 

 

A3-2-2 

 

Accountancy 
service data in 
EFPF 

Tool & Service 
Visit Events 

Same as above  

A3-2-3 

 

Accountancy 
service data in 
EFPF 

Market Place 
Usage Events 

Same as above  

A3-2-4 Accountancy 
service data in 
EFPF 

Payment 
Events 

Same as above In NIMBLE, buyer and 
seller company IDs are 
used 

…     
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2.2.2 Data Quality Expectations, Techniques and Tools 

The next step is about documenting data quality expectations, techniques, and tools that 
support the data validation and monitoring process (see Table 3).  

Table 3: Documenting data quality expectations 

Id Data quality 
(current state of 

quality) 

Expected 
data quality 

Currently used tools 
to validate data 

Currently used tools 
to monitor data 

A3-2-1, A3-2-
2, A3-2-3, 
A3-2-4  

(Accountancy 
service data 
in EFPF) 

 

Information 
collected across 
various platforms 
are not prone to 
human errors and 
all the data is 
computer 
generated. The 
level of inaccurate 
data relates only 
to the testing 
operations, which 
is rare. 

It is expected 
that the data 
tracked by the 
Accountancy 
Service will 
represent the 
true nature of 
users’ 
interaction with 
the EFPF 
Platform, and 
tools and 
services 
provided. 

Currently, no 
mechanisms are used 
for data validation 

The data tracked by 
the Accountancy 
Service is visualized 
by Kibana dashboards. 
This also enables to 
monitor the raw data 
stored on the 
persistence layer. 

2.2.3 Access Rights, Identities, Groups and Roles 

Table 4 lists identities, groups, and roles, and assigned access rights related to the data 
management in EFPF.  

Table 4: Documenting identities, groups and roles, and assigned access rights 

Id Roles associated to 
data 

Groups associated to data Access rights 

A3-2-1, A3-2-2, 
A3-2-3, A3-2-4 

(Accountancy 
service data in 
EFPF) 

 

  

 

Data Governor: 
Ensures data 
reliability and 
compliance with 
regulations such as 
GDPR 

Data Visualizer: 
Responsible for 
presenting the data in 
a form that will best 
fulfil the needs of the 
users 

Database 
Administrator: 
management of 
database software 
and the tuning of 
databases for 
performance 

Administrators: Data will 
be tracked and traced by 
EFPF Administrators to 
identify users’s interactions 
with the overall EFPF 
Ecosystem. 

Business Developers: 
Business developers will 
develop business and 
exploitation models based 
on the data tracked by the 
Accountancy Service to 
support the sustainability of 
EFPF Platform. 

Each role or group can 
access the whole data. 
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2.2.4 Data Protection Methods  

Table 5 lists data protection methods related to the data management in EFPF. 

Table 5: Documenting data protection methods 

 Encryption at 
rest 

 

Encryption in 
transit 

 

Data masking Permanent deletion 
(describe the 

consequences of 
permanent deletion of 

data) 

A3-2-1, A3-2-
2, A3-2-3, 
A3-2-4  
(Accountancy 
service data 
in EFPF) 

 

No encryption 
mechanism is 
used at rest 

Data is 
transported 
over HTTPS 
protocol 

No data masking 
procedure is applied 

If records tracked by the 
Accountancy Service are 
deleted, complete history 
of related events will be 
lost forever. However, 
there are currently no 
mechanisms available to 
the outside world that 
allows users to delete 
Accountancy Service data 
through an API. 

2.3 European Factory Foundation Governance 

The European Factory Foundation (EFF) is a joint-venture spin-off company designed as a 
legally independent, non-profit organisation. The aim of the EFF is to ensure sustainability 
and Return-On-Investment (ROI) of the EFPF platform during and beyond the project time. 
Note that EFF is added as a regular partner in the project and is responsible for setting up 
of the procedures and agreements in place for management, maintenance, evolution and 
extension of the European Factory Platform in longer term future. Hence, the process of 
analysing EFF governance rules and policies, is a way to ensure that EFF interests are 
represented in the project. 

Both policies and procedures assist the platform stakeholders understand how they are 
expected to behave, and which measures are available for setting and enforcing the rules 
(policies) vs. how the action need to be performed through the steps (procedures). The focus 
of this report is to identify policies that will be modelled to be digitally enforced through the 
policy service of EFPF.  

This section is about the identification and analysis of EFF policies that is based on D10.1 
“EFPF Exploitation, Sustainability and IPR Report I” and WP10: “Business Models and 
Sustainability Framework. EFPF Foundation Business Plan Vs: 1.0” (version from April 
2020). Note that policies are dynamic terms that change over time and hence, the motivation 
in this project is to create an intelligent policy enforcement service that enables self-
regulation model that allows for quick interventions.  

2.3.1 Membership Policies 

Policy Title EFF Type of Membership - Platinum Members 

Policy Description EFF Members are those organisations that contribute in building the platform 
ecosystem and keeping this ecosystem sustainable over time. In comparison 
to the users of the platform, who solely make use of the platform, the EFF 
members contribute towards the enhancement and maintenance of the 
platform, while making use of it. 
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Purpose EFF Members enjoy certain rights and assume certain responsibilities 
based on their membership type: Platinum members, Gold members, 
Associate members, and Individuals.  

Scope Platinum Members understand EFPF as a central strategic ecosystem and 
get one seat in the Board of Directors. They contribute towards the 
development and enhancements of the platform through the provision of tools 
and services and towards the maintenance and further development of the 
EFPF ecosystem and its components.   

Responsibilities Platinum Members get far-reaching opportunities in terms of the 
operations they can perform in the EFPF federation and possibilities to 
influence the strategic direction of the EFF and its initiatives. The Platinum 
membership is renewable on a 2-yearly basis (long-term commitment to the 
vision and activities of the EFF) and Platinum Members are initially selected 
partners of the EFPF project, being active in the initiation and operation of 
the EFF from the very beginning. 

Value propositions Business-related benefits  Organisational benefits 

 • Possibility to contribute to 
the set-up and further-
development of the platform 
components 

• Usage of the platform and 
integrated toolset for 
research and 
experimentation 

• Usage of the platform and 
integrated toolset for 
commercial purposes 

• Advertisement of the 
organisational profile and 
products on the EFPF Portal
  

• Networking within the EFPF 
ecosystem 

• Representation in 
events/booths organised by 
the EFF 

• Preferred partner / 3rd party 
in R&D projects where EFF 
is involved 
 

• Representation in the EFF 
Board of Directors 

• Ability to actively determine 
the strategic direction of the 
EFF ecosystem and its 
components  

• Possibility to participate in 
the annual EFF General 
Assembly Meeting 

• Opportunity to join working 
groups, online panels and 
similar fora to coordinate on 
the EFF initiatives and its 
strategy 

• Possibility to use the EFF 
label 

 
Policy Title EFF Type of Membership - Gold Members 

Policy Description EFF Members are those organisations that contribute in building the platform 
ecosystem and keeping this ecosystem sustainable over time. In comparison 
to the users of the platform, who solely make use of the platform, the EFF 
members contribute towards the enhancement and maintenance of the 
platform, while making use of it. 

Purpose EFF Members enjoy certain rights and assume certain responsibilities 
based on their membership type: Platinum members, Gold members, 
Associate members, and Individuals.  

Scope Gold Members are those organizations who, strategically committing to 
EFPF, hold a key responsibility in managing the EFF, including one seat in 
the Board of Directors. Any legally established organization may apply for 
becoming a Gold Member.  

Responsibilities Gold Members actively contribute towards the development, maintenance 
and enhancements of the platform and the EFPF ecosystem. The Gold 
membership is renewable on yearly basis. 

Value propositions Business-related benefits  Organisational benefits 

http://www.efactory-project.eu/


 European Connected Factory Platform for Agile Manufacturing – www.efpf.org 

 

 

D5.2: Security and Governance - Vs: 1.0 - Confidential 46 /79 

 • Possibility to contribute to 
the set-up and further-
development of the platform 
components 

• Usage of the platform and 
integrated toolset for 
research and 
experimentation 

• Usage of the platform and 
integrated toolset for 
commercial purposes 

• Advertisement of the 
organisational profile and 
products on the EFPF Portal
  

• Networking within the EFPF 
ecosystem 

• Representation in 
events/booths organised by 
the EFF is subject to charge 
 

• Representation in the EFF 
Board of Directors 

• Ability to actively determine 
the strategic direction of the 
EFF ecosystem and its 
components  

• Possibility to participate in 
the annual EFF General 
Assembly Meeting 

• Opportunity to join working 
groups, online panels and 
similar fora to coordinate on 
the EFF initiatives and its 
strategy 

• Possibility to use the EFF 
label 

 

Policy Title EFF Type of Membership - Associate Members 

Policy Description EFF Members are those organisations that contribute in building the platform 
ecosystem and keeping this ecosystem sustainable over time. In comparison 
to the users of the platform, who solely make use of the platform, the EFF 
members contribute towards the enhancement and maintenance of the 
platform, while making use of it. 

Purpose EFF Members enjoy certain rights and assume certain responsibilities 
based on their membership type: Platinum members, Gold members, 
Associate members, and Individuals.  

Scope Associate Members are non-profit legal entities (including research 
organisations) that have an interest in the purpose of the EFF. 

Responsibilities Access to Associated Member membership is subject to approval from the 
EFPF Board of Directors. An initial commitment of 1 year is required. 

Value propositions Business-related benefits  Organisational benefits 

 • Possibility to contribute to 
the set-up and further-
development of the platform 
components 

• Usage of the platform and 
integrated toolset for 
research and 
experimentation 

• Advertisement of the 
organisational profile and 
products on the EFPF Portal
  

• Networking within the EFPF 
ecosystem 
 

  

• Possibility to participate in 
the annual EFF General 
Assembly Meeting 

• Opportunity to join working 
groups, online panels and 
similar fora to coordinate on 
the EFF initiatives and its 
strategy 

• Possibility to use the EFF 
label 

 

Policy Title EFF Type of Membership - Individuals 

Policy Description EFF Members are those organisations that contribute in building the platform 
ecosystem and keeping this ecosystem sustainable over time. In comparison 
to the users of the platform, who solely make use of the platform, the EFF 
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members contribute towards the enhancement and maintenance of the 
platform, while making use of it. 

Purpose EFF Members enjoy certain rights and assume certain responsibilities 
based on their membership type: Platinum members, Gold members, 
Associate members, and Individuals.  

Scope Individuals who are actively contributing towards the platform 
development/enhancement can become Individual Members of the EFF for 
free.  

Responsibilities Active contributors to the platform activities (contributing source code, 
evangelizing, providing relevant technical support through channels defined 
in the Community or contributing to Quality Assurance activities) can join as 
Individual Members to the EFF. The Individual membership is renewable on 
yearly basis. 

Value propositions Business-related benefits  Organisational benefits 

 • Possibility to contribute to 
the set-up and further-
development of the platform 
components 

• Usage of the platform and 
integrated toolset for 
research and 
experimentation 

• Opportunity to join working 
groups, online panels and 
similar fora to coordinate on 
the EFF initiatives and its 
strategy 

• Possibility to use the EFF 
label 

2.3.2 Policies for Sustainable Growth 

Policy Title EFF Platform Extension and Maintenance  

Policy Description This policy addresses activities of the EFF after the EFPF project, to ensure 
the platform continuous development, extension, maintenance and 
operation.  

Purpose Ensuring the platform growth and the continual growth of positive network 
effects.   

Scope Tracking a variety of metrics, including: Infrastructure API metrics, 
Application API metrics, API product metrics and Business/growth metrics 

Responsibilities API product manager ensures that the right platform features are built and 
well maintained 

Value propositions Business- and platform 
infrastructure-related benefits  

Organisational benefits 

 • Platform uptime/ availability  

• CPU usage 

• Memory usage 

• Request per minute 

• Error per minute 

• Average and max latency 

• API usage growth 

• Unique API consumers 

• Top customers by API 
usage  

• API retention  

• “Time to First Hello World” 
(TTFHW) measures how 
long it takes from the first 
visit to the landing page to 
an MVP integration that 
makes the first transaction 
through the API platform. 

• API calls per business 
transaction 

• Top customers by API 
usage  

• Top customers by revenue 

• Customer success  

• Revenue 

• Adoption 

• EFF success factors 
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• SDK and version adoption  

 
Policy Title EFF Ecosystem Development and Extension 

Policy Description This policy addresses those activities of the EFF after the EFPF project, 
targeting the ecosystem development and extension. 

Purpose Ensuring the platform ecosystem growth.   

Scope Tracking a variety of API product metrics and Business/growth metrics 

Responsibilities API product manager ensures that the right platform features are built, well-
integrated and maintained within the platform ecosystem 

Value propositions Business- and platform 
infrastructure-related benefits  

Organisational benefits 

 See “Platform Extension and 
Maintenance” from Section 2.3.1.2.   

• The most popular API calls 

• The most popular platforms 
in the ecosystem  

• Top customers by API 
usage  

• Top customers by revenue 

• Customer success  

• Revenue 

• Adoption 

• EFF success factors 

 
Policy Title EFF Dissemination and Promotion 

Policy Description This policy addresses dissemination and promotion activities of the EFF 
during and after the EFPF project. 

Purpose Ensuring both the platform and platform ecosystem growth through 
dissemination and promotion activities. 

Scope Tracking a variety of API product metrics and Business/growth metrics 

Responsibilities EFF management team ensures that the dissemination and promotion 
activities are planned and performed 

Value propositions Business- and platform 
infrastructure-related benefits  

Organisational benefits 

 See “Platform Extension and 
Maintenance” from Section 2.3.1.2.   

• Number of dissemination 
and promotion activities  

• Feedback from the events  

• The most popular API calls 

• The most popular platforms 
in the ecosystem  

• Revenue 

• Adoption 

• EFF success factors 

 
Policy Title EFF Financial Management  

Policy Description This policy addresses financial management activities of the EFF during and 
after the EFPF project.  

Purpose Ensuring effective financial management activities 

Scope Tracking business/growth metrics 

Responsibilities EFF management team ensures that the financial activities are in place and 
operate effectively.   

Value propositions Business- and platform 
infrastructure-related benefits  

Organisational benefits 

 -   • Revenue 

• Adoption 

• EFF success factors 
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2.4 Corporate Governance in EFPF 

The material analysed and structured in this section is based on corporate governance and 
Terms & Conditions documents collected from the project partners, for example: KLE, WOM, 
3DI, AAM and C2K’s collaborative platform SMECluster (www.smecluster.com). Corporate 
governance defines rules (policies), and often includes procedures and structures, towards 
the achievement of the business objectives. To create a body of enforceable corporate 
governance in EFPF, the first step is to identify those rules that have the same scope and 
can be considered repetitive and / or generic for business entities. In addition, policies (rules) 
are separated from procedures, which are usually enforced through business processes. To 
collect the answer to questions that can be used to extract the rules, for example “Every 
company has one or more persons, which may have different roles, for the use of specific 
services and tools of the platform”, defined templates are used. The answer on the previous 
question helps define the roles and responsibilities of the users.  

Note that Annex E includes an example of the template for generic corporate policies. 

2.4.1 Asset Management Policies  

Policy Title Corporate Asset Management  

Policy Description This policy outlines the guidelines and practices that govern decisions on 
asset management of the business entity. 

Purpose It ensures that the company’s assets are of a high quality and operational.  

Scope It applies to all aspects of each asset, including design, manufacturing, 
operation, maintenance and disposal. It also applies to all employees.    

Responsibilities Evaluating relevant asset investment decisions based on consideration of 
the costs associated with managing an asset through its entire lifecycle. 
Reviewing this policy and making necessary adjustments on an annual 
basis. Observing the requirements of this policy.  

Related documents and 
associated regulations and 
standards 

• Strategic Plan 

• Information Security and Safety Policy 

• ISO 55001:2014 Asset management systems – Requirements 

• ISO 55002 Asset management systems – Guidelines for application 
of ISO 55001 

Value propositions Business-related benefits  Organisational benefits 
 Exploring opportunities where 

appropriate, including new 
technologies. 

Ensuring long-term financial 
sustainability.  
 

 

Policy Title Corporate Asset Protection  

Policy Description This policy outlines the guidelines and practices that protect assets of 
possible damages. 

Purpose It ensures that the company’s assets are protected against the loss, and 
stay accurate, confidential, and secure. 

Scope It ensures that various technological, physical and administrative measures 
are put in place to protect company assets.    

Responsibilities Employees are not permitted to grant their authority to others without 
consent, nor are they permitted to share information assets with people 
outside the company.   

Related documents and 
associated regulations and 
standards 

• Strategic Plan 

• Information Security and Safety Policy 

• ISO 55001:2014 Asset management systems – Requirements 
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• ISO 55002 Asset management systems – Guidelines for application 
of ISO 55001 

Value propositions Business-related benefits  Organisational benefits 

 Exploring investment decisions 
based on the costs associated with 
the asset protection through its 
entire lifecycle 

Privacy and data protection.  
IPR protection.  
Ensuring asset protection during 
civil emergencies, e.g. pandemic, 
severe weather events, etc. 
 

2.4.2 Policies for Transactions of Various Nature 

Policy Title Corporate Related Party Transaction – Sale, purchase or supply of any 
goods or material    

Policy Description A Related Party Transaction is a transfer of services, obligations or resources 
between a company and a Related Party, regardless of whether a Related 
party is another company from the EFPF platform ecosystem, or the platform 
per se and regardless of whether a price is charged in a contract.  

Purpose It ensures agreed thresholds for the Related Party Transaction, maximum 
value of transaction, period of transaction, etc.  

Scope It applies to all transactions that can be categorized as “sale, purchase, or 
supply of any goods or material”.    

Responsibilities Reviewing this policy and making necessary adjustments on an annual 
basis. Observing the requirements of this policy.  

Related documents and 
associated regulations and 
standards 

• Confirmation of the transaction  

• Guidance on commercial considerations 

Value propositions Business-related benefits  Organisational benefits 

 Tracking of Related Party 
Transactions 

Ensuring long-term financial 
sustainability. 
 

 

Policy Title Corporate Related Party Transaction – Buying, selling or disposing of 
property of any kind 

Policy ID  

Policy Description A Related Party Transaction is a transfer of services, obligations or resources 
between a company and a Related Party, regardless of whether a Related 
party is another company from the EFPF platform ecosystem, or the platform 
per se and regardless of whether a price is charged in a contract.  

Purpose It ensures agreed thresholds for the Related Party Transaction, maximum 
value of transaction, period of transaction, etc.  

Scope It applies to all transactions that can be categorized as “buying, selling or 
disposing of property of any kind”.    

Responsibilities Reviewing this policy and making necessary adjustments on an annual 
basis. Observing the requirements of this policy.  

Related documents and 
associated regulations and 
standards 

• Confirmation of the transaction  

• Guidance on commercial considerations 

Value propositions Business-related benefits  Organisational benefits 

 Tracking of Related Party 
Transactions 

Ensuring long-term financial 
sustainability.  
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Policy Title Corporate Related Party Transaction – Transfer of resources 

Policy ID  

Policy Description A Related Party Transaction is a transfer of services, obligations or resources 
between a company and a Related Party, regardless of whether a Related 
party is another company from the EFPF platform ecosystem, or the platform 
per se and regardless of whether a price is charged in a contract.  

Purpose It ensures agreed thresholds for the Related Party Transaction, maximum 
value of transaction, period of transaction, etc.  

Scope It applies to all transactions that can be categorized as “transfer of 
resources”.    

Responsibilities Reviewing this policy and making necessary adjustments on an annual 
basis. Observing the requirements of this policy.  

Related documents and 
associated regulations and 
standards 

• Confirmation of the transaction  

• Guidance on commercial considerations 

Value propositions Business-related benefits  Organisational benefits 

 Tracking of Related Party 
Transactions 

Ensuring long-term financial 
sustainability. 

2.4.3 Privacy Policies 

The company privacy policy is based on the GDPR template (available from 
https://gdpr.eu/wp-content/uploads/2019/01/Our-Company-Privacy-Policy.pdf) 

Policy Title Privacy Information Collection 

Policy Description This privacy policy explains how the organization collects personal data. 

Purpose This policy defines the ways of collecting personal information, the nature of 
collected information, reasons for collecting them, etc.  

• What data are collected?  

• How the data are collected?    

• What are cookies and how are they used? What type of cookies?  

• Changes to privacy policy 

• How the user can contact the company  

Scope This policy is about collection of personal information. Personal information 
is any information that identifies or could identify a person, name of a 
person, age, gender and contact details. Personal information can include 
sensitive personal information, e.g. about health and provided health 
services. 

Responsibilities This policy applies to all employees of the company.  

Related documents and 
associated regulations and 
standards 

• GDPR 

• EU Privacy Directive 

• Data Protection Act 1998 

Value propositions Business-related benefits  Organisational benefits 

 Ensuring privacy and confidentiality  Ensuring privacy and confidentiality 
 

 

Policy Title Privacy Information Disclosure 

Policy Description This privacy policy explains the disclosure of the personal data.  

Purpose This policy defines the ways of disclosing personal information, e.g.  
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• How will the data be used (and stored)? Marketing purpose? 
Transfer of data to overseas parties?  

• Changes to privacy policy 

• How the user can contact the company  

Scope Defining the priority of disclosing the personal information. Reasons for data 
disclosure.  

Responsibilities This policy applies to all employees of the company.  

Related documents and 
associated regulations and 
standards 

• GDPR 

• EU Privacy Directive 

• Data Protection Act 1998 

Value propositions Business-related benefits  Organisational benefits 

 Ensuring privacy and confidentiality  Ensuring privacy and confidentiality 
 

 

Policy Title Privacy Information Protection 

Policy Description This privacy policy explains the data protection rights for the personal data.  

Purpose It defines the ways of protecting personal information, e.g.  

• What are the user’s data protection rights? E.g. the right to access 
personal data; the right to rectification; the right to data erasure; 
the right to object to processing; the right to data portability 

• Changes to privacy policy 

• How the user can contact the company  

Scope Information protection for the personal data - it explains encryption, two-
step verification methods, data integrity, access controls, etc.  

Responsibilities This policy applies to all employees of the company.  

Related documents and 
associated regulations and 
standards 

• GDPR 

• EU Privacy Directive 

• Data Protection Act 1998 

Value propositions Business-related benefits  Organisational benefits 

 Ensuring privacy and confidentiality  Ensuring privacy and confidentiality 

2.4.4 Sensitive Business Data Policies 

Policy Title Sensitive Business Data Classification Policy 

Policy Description This policy helps organization to classify data based on sensitivity. 

Purpose This policy helps keeping track on sensitive data related to the business 
operations.  

Scope Three levels of sensitive business data: restricted, confidential (private) and 
public (non-sensitive). Restricted data could cause great risk of 
compromised. 

Responsibilities This policy applies to all employees of the company.  

Related documents and 
associated regulations and 
standards 

• Data Protection Act 1998 

• Security regulation and standards, e.g. ISO/IEC NP 24392 

Value propositions Business-related benefits  Organisational benefits 

 Ensuring privacy and confidentiality  Ensuring privacy and confidentiality 
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Policy Title Sensitive Business Data Protection Policy 

Policy Description This policy helps businesses to secure their sensitive data. 

Purpose This policy defines which protection methods to apply to which sensitive 
data. 

Scope Protection methods include: encryption of sensitive data which leaves 
company’s network, data endpoints protection, intelligent firewalls, device 
policies, security permissions, secure back-ups, etc. 

Responsibilities This policy applies to all employees of the company.  

Related documents and 
associated regulations and 
standards 

• Data Protection Act 1998 

• Security regulation and standards, e.g. ISO/IEC NP 24392 

Value propositions Business-related benefits  Organisational benefits 

 Ensuring privacy and confidentiality  Ensuring privacy and confidentiality 
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3 On Blockchain for Identity Management, Trust and 

Governance in EFPF  

This section presents the results of the first 18 months of the EFPF task T5.4 “Blockchain 
and Smart Contracting”. The following areas related to the use of blockchain and smart 
contracting technologies are addressed in EFPF: 

• Data is a valuable resource in terms of economics, 

• Immutable transaction login and audit trail for manufacturing and supply chain data 
enabling product data traceability and secure access for stakeholders 

• Secure data access and immutable storage for the data 

• Ensuring trust, security and automated exchange of supply chain data among all 
authorized actors 

• Verification of the authenticity, origin and standards of data and services 

• Automated exchange of supply chain data 

• Ensuring the origin, quality, compliance and appropriate handling of data and 
documents, and 

• Interoperability and product traceability. 

3.1 Background 

Apart traditional sectors, Industry 4.0 encompasses areas such as quality control, asset 
utilization, product monitoring, and supply chain management. This requires a data 
management system with the following basic principles [OTHW19]: 

• Data is a valuable resource in terms of economics, 

• Stakeholder companies are more data dependent from each other than in the past,  

• Data sovereignty and access rights over the shared data become a precondition for 
stakeholder companies. 

Due to the nature of many Industry 4.0 networks, trust among the participants is in question 
and there was not a direct answer to these concerns until recently. Blockchain technology, 
which uses a decentralized approach with the transactions taking place among participating 
peers directly, without the need of an intermediary or a trust authority, is considered as a 
game changing technology, and not in vain. The following Industry 4.0 use cases have taken 
advantage of blockchain’s special features and especially the immutability and non-
repudiation capabilities of blockchain networks:  

• Traceability and provenance 

• Interoperability and sovereignty of industrial data 

• Industrial IoT reliability [LAGE19]. 

With the use of smart contracts, which are computer functions running on the blockchain 
system, business automation in a trusted and secure way can be guaranteed. With the 
release of permissioned blockchain frameworks, such as Quorum, Hyperledger and Corda 
the enterprise solutions developed with blockchain support can provide all the necessary 
functionalities and security precautions that one business network may need. 
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3.1.1 Purpose and Scope of Blockchain Technology in EFPF 

The EFPF project aims to provide a smart factory ecosystem as an open platform to 
manufacturing and logistics companies, while incorporating innovative approaches for 
solving industrial problems. After a thorough analysis of EFPF‘s digital manufacturing 
platform ecosystem, the following areas that could benefit from the use of blockchain 
technologies are identified [VIDR18]: 

• Identity Management, offering unique identities to authenticate and authorize 
participants of the network 

• Track & Trace, enabling historical records with information including provenance data 
and an audit trail of the different assets, chronologically ordered 

• Permission Handling, supporting different access rights, depending on each user’s role 
and organization 

• Contract Management and Procurement, supporting smart contracts to arrange the 
required logistics such as payment, shipping, etc. 

• Quality Control and Accountability, adding a unique tag to every transaction that takes 
place in the ecosystem to achieve new levels of quality assurance and accountability 

• Scalability, to facilitate the acquisition of new partnerships among the manufacturers 
by utilizing cryptocurrencies 

• Authenticating IoT, enabling identities for remote devices 

• Tamper Proof, giving each record a verifiable date and time 

• Encryption, to ensure the data transmitted over a public network,  

• Protecting intellectual property management and control, and many more.  

 Identity Management with Blockchain 

Storing digital identities on servers or in the cloud is still a considerable cybersecurity threat 
that will not retreat on its own. According to the 2019 MidYear QuickView Data Breach 
Report [BREACH19], only the first six months of 2019 have brought more than 3,800 publicly 
disclosed breaches that involved about 4.1 billion compromised records. The emergence of 
digital identity and IDM systems based on blockchain technology allows for the new model 
of identity, known as Self-Sovereign Identity. It enables everyone in the network (identity 
owners) to have the same source of truth about the validity of credentials (identity issuers) 
and identity verifiers, who attested the validity of the data inside the credentials and without 
revealing the actual data. It reduces, or even removes the need for inclusion of third parties. 
In overall, blockchain-based IDM systems provide security, transparency and ease-of-use 
when creating and managing digital identities that are stored on a decentralized system.  

The recent public guidance on blockchain in identity management in the European Union is 
presented in [LYON18] [LYON19]. A set of standards already emerged to support 
blockchain-based IDM systems, including:  

• Decentralized Identifiers and Verifiable Credentials, from the World Wide Web 
Consortia (W3C) 

• Open Badges, from Mozilla and IMS Global, and  

• Universal Resolver and Identity Hubs, from the Decentralized Identity Foundation (DIF) 

NIST (National Institute of Standards and Technology) published a white paper that 
categorizes blockchain IDM systems into a taxonomy that is based on characteristics of 32 
architectures, governance models, and other salient features [NIST19]. Finally, there are 
currently many ongoing projects adopting blockchain technology for IDMs [KARI19]:   
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• Aetna (https://www.aetna.com/) for creating and verifying patient eligibility without a 
medical ID card 

• Authenteq (https://authenteq.com/) that uses AI-driven automatic ID verification 

• Bitnation (https://tse.bitnation.co/) that features a blockchain-based form of ID and a 
public notary service 

• Blockverify (http://www.blockverify.io) for monitoring product supply chains 

• BlockAuth (http://blockauth.org/) for identity verification and authentication 

• Blockstack (https://blockstack.org/) for user-controlled identity and peer-to-peer 
payments 

• Civic (https://www.civic.com/) for identity verification and authentication 

• Danube (https://danubetech.com/) supports customers to create, manage, use, 
destroy, secure and share their online identities on their own terms, without delegating 
the power to intermediaries to do this 

• DIF (Decentralized Identity Foundation) (https://identity.foundation/). 

Other blockchain-based ID solutions are EverID, Evernym, Gov.UK Verify, Hyperledger, 
Idemia, IDKeep, IRMA, Key tokens, SelfKey, LifeID Foundations, Mooti, Netki, OneID, 
OpenID, PAT (Pangea Arbitration Token), Shocard, Thoreon, UniquID, uPort, Verses One, 
XID, and more [KARI19]. Another comparative study of an IDM method using blockchain 
technology is provided in [NABI17]. Apart from products mentioned in [KARI19], the authors 
in [NABI17] discuss Cambridge Blockchain LLC, CredyCo, ExistanceID, Guardtimeas BLT, 
HYPR, OIXNet, etc.  

Securing IoT and CPS using blockchain technology is based on public key cryptography for 
device IDM that substitutes default login credentials for devices. In addition, firmware 
installations on IoT devices will be possible only for the manufacturers signing the digital 
content using their private key stored on a blockchain, which will reduce security risks and 
facilitate user authentication and device verification. 

Identity management with blockchain solutions is a prerequisite for permissioned blockchain 
networks. These networks are private, which means that strictly only the business partners 
participate, permissions are enforced to the participants and therefore the principle of Know 
Your Customer (KYC) has special importance. The primary identity management solution 
for EFPF project utilizes an SSO based on Keycloak to keep the users’ accounts and simplify 
the process of logging-in to the different platforms. When the new users are being registered 
on EFPF, it is required to have a confirmation that they consented in this process. A 
blockchain record provides an immutable verifiable record for the user’s consent. 
Additionally, if something goes wrong and the main system of user registration records fail, 
then the blockchain network can take the role of reconstructing the information of this table. 
Because of its decentralized nature, blockchain identity services can serve as a 
backup system and with minor changes, it can eliminate the single point of failure 
problem of centralized server.  

In this context, it was designed the solution in EFPF. Here, blockchain APIs are called after 
user registers on the portal and his/her registration is confirmed by sending an email back 
to his/her address. The architecture design is shown in the Figure 19: 
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Figure 19: EFPF Identity Management with Blockchain 

As shown in Figure 19, an EFPF user accesses the platform, initiates the registration 

process, and inserts the necessary registration details in a form (1). The user clicks the 
checkbox to accept/consent the terms and agreement; otherwise the user is not allowed to 
proceed with the registration process (2). In the next step, the EFPF platform sends the 
user’s information to the SSO Keycloak instance (3). The EFPF administrator sends the 
user’s information and consent confirmation to an appropriate endpoint (4). The following 
steps are: 

• The EFPF platform uses an administrator username/password to authenticate to the 
service 

• If the authentication is successful, a transaction containing the information sent to the 
endpoint, is created 

• The transaction‘s payload (content) is checked and if it follows the EFPF’s data model, 
it is signed with the EFPF ’s administrator signature 

• The transaction is added to a batch file and is signed with the EFPF‘s administrator 
key as well 

• The transaction is sent to a validator (blockchain server node) to be processed and to 
create the final block on the ledger 

In the next step, an email is sent by the Keycloak instance to the user in order to confirm the 
registration and create the final profile (5). After the user opens the link embedded into the 
email, a profile is created for him/her (6). Finally, when the user accesses his / her profile, if 
the record has been successfully added on the blockchain, there is an icon to confirm it 
visually. 

Figure 20 illustrates the blockchain architecture in EFPF, which serves as the front-end and 
is used to communicate with the back-end blockchain nodes. 
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Figure 20: Blockchain Architecture in EFPF 

 Blockchain Governance 

All Distributed Ledger Technology (DLT)-based networks support the core concept of 
decentralization. This leads to new forms of data and network governance that takes 
advantage of the peer-to-peer model transactions and of the trust that is mutually 
established among all the parties. When speaking of governance, the processes that result 
in decision-making and the policies that are formed to define who is responsible for certain 
actions, and the distribution of authority between the participants are meant. 

According to Castells’ Network Theory of Power, there are multiple forms of power 
[CAST11]: 

• Networking Power, the power of the actors and organizations included in the over 
human collectives and individuals who are not included in these networks 

• Network Power, the power exercised by the imposition of the rules of inclusion 

• Networked Power, the power of actors over other actors in the network 

• Network-making Power, the power to program specific networks according to the 
interests and values of the programmers, and the power to switch different networks 
following the strategic alliances between the dominant actors of various networks. 

3.1.2 Blockchain Frameworks, Components and Consensus Algorithms  

One of the basic characteristics of blockchain networks is about their consensus protocols. 
Blockchains are divided in two main categories: public and private. The two categories vary 
in consensus protocols they use, due to the nature of the use cases they are supporting. 
The public networks such as Bitcoin and Ethereum use energy consuming consensus 
algorithms, because they use miners for adding blocks of data on the ledger and the 
participation is open to everyone. Private blockchains, i.e. Hyperledger Fabric, Sawtooth 
and Corda use consensus algorithms with negligible power consumption, because the 
stakeholders that form the network control the participation and do not need special 
incentives for participating, apart from the business transactions they have already 
established.  

Another major difference between these two categories is the lack of permissions on public 
networks, which makes them inappropriate for enterprise solutions. Private permissioned 
blockchain networks are suitable for enterprise solutions due to the use of permissions and 
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access rights to control who can access the data stored on these networks and define the 
actions they can perform, i.e. read, write, update, and delete. Companies and organizations 
have private data, which they want to protect from unauthorized access and from 
competitors, thus, public blockchains is not an option due to excessive energy consumption 
and the uncontrolled access to all the data on the network. Enterprises and organizations 
need to follow the Know Your Customer (KYC) principle for authentication and authorization 
on their networks, in order to maintain the sovereignty of their private data. 

In EFPF, the use cases are concentrated around businesses with private data, thus 
excluding the use of public blockchain solutions. By following market best practices, a 
selection was performed among well-established blockchain frameworks. After a thorough 
research, it was concluded that private and consortium-based frameworks, e.g. 
Hyperledger Fabric and Hyperledger Sawtooth with Hyperledger Grid support already 
implement Proof of Concepts and provide out of the box solutions for value chain and supply-
chain use cases in EFPF. Among the two of them, Hyperledger Sawtooth was selected for 
the design and development of the identities and circular-economy scenarios. Such decision 
is influenced by the following characteristics of the Hyperledger Sawtooth:  

• Separation Between the Application Level and the Core System 

• Private Networks with the Sawtooth Permissioning Feature 

• Parallel Transaction Execution 

• Event System 

• Ethereum Contract Compatibility with Seth 

• Dynamic Consensus 

• Sample Transaction Families 

• Real-world Application Examples. 

By further exploration of blockchain and DLT state-of-the-art tools, a framework with rapidly 

growing support has been identified, which could be of interest to the applications in EFPF. 
This framework is called DAML (Data Asset Modelling Language)7 and represents a high-
level domain-specific language that provides an abstraction layer on top of both traditional 
databases such as PostgreSQL, and blockchain implementations, recently including 
Hyperledger Sawtooth8 and Hyperledger Fabric. DAML decouples the distributed trust 
models, data schemas and business logic - the smart contracts - from the implementation 
details of communication, cryptography, distributed data stores and synchronization. DAML 
is based on the functional programming language Haskell and designed to build distributed 
applications by describing data schemas, smart contracts, and identity management. It will 
be further evaluated and considered for use in EFPF, as it is open source (Apache 2.0) and 
compatible with the design decision to use Hyperledger Sawtooth. In addition, DAML 
promises a business oriented, declarative way to build distributed applications using 
blockchains.  

3.2 Blockchain Use Cases: Definition and Implementation in 

EFPF  

The objective of the EFPF blockchain and smart contracting service is to provide distributed 
trust, transparency and decentralized business models for applications built in EFPF. The 
blockchain and smart contracting service is designed as a trusted system for smart 

 
7 https://daml.com/ 
8 https://github.com/blockchaintp/daml-on-sawtooth 
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contracting agile networks that provides the means to verify the authenticity, origin, and the 
use of standards for data and services. 

The design process towards the blockchain and smart contracting service is bottom-up, 
solidifying and merging the existing base platform approaches into EFPF, while considering 
the core project objectives and user requirements. Use cases have been selected and 
explored to build a sectoral agnostic, distributed service accessible by all EFPF 
stakeholders. 

The EFPF blockchain use cases follow the best practices in the Industry 4.0 and incorporate 
all the features of a supply chain. Provenance and traceability are at the heart of the 
implementation and get the most out of the immutable, authentication and non-repudiation 
features of DLT. Additionally, the application of supply-chain in a circular economy scenario 
demonstrates the added value for the different participants and verifiable proofs of how this 
benefits the transparency and trust among them.  

Although EFPF is not about creating law contracts to implement the various agreements 
between the parties, it surely can be extended by adopting DLT. This leads towards a system 
that can support the enforcement of special actions when meeting certain conditions, apart 
from provenance and tracking features. Due to the nature of blockchain, where the records 
are digitally signed and the deletion of certain actions is impossible, insurance companies 
and external collaborators can be certain that the predefined rules have been met or not, 
and decide on facts for the compensation in cases of economic loss. 

3.2.1 Identifying User Stories 

Based on user feedback on requirements in the EFPF project, several user stories that call 
for blockchain technology has been identified. The existing blockchain-based technical 
solutions and concepts implemented in four base platforms have been leveraged in EFPF 
to further develop Proof of Concept Applications (POCs). Their integration with Management 
Services and other Collaboration Services of the EFPF Platform, is prototyped in POCs.  

The design process for blockchain and smart contracting services in EFPF is illustrated in 
Figure 21. To filter candidate use cases, two frameworks were used. Both focus on 
requirements of data management, business processes and the impact on business models.  

The first framework involves six simple criteria with yes / no answers to indicate if blockchain 
is a suitable solution [DIMZ17]: 

• Multiple parties share data 

• Multiple parties update data 

• Requirement of verification 

• Intermediaries add cost and complexity 

• Interactions are time sensitive 

• Transactions interact. 

If at least four out of six above answers are positive, it indicates that blockchain technology 
could be applicable to realise a specific use case.  
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Figure 21: The EFPF Blockchain and Smart Contracting design process. 

Another use case identification framework [GRKP18], developed by Fraunhofer Blockchain 

Lab, is applied in EFPF to further evaluate candidate use cases. This framework analyses 
the role of intermediaries in the business network (trusted third parties), requirements on 
data and the potential to change the business process. The scenarios for intermediaries 
investigate how the following cases fit the use case:  

• a trusted third party does not exist and a blockchain solution can be used to establish 
trust between parties to provide a safe and stable basis for transactions, where 
temporary business partners cooperate in flexible constellations, 

• a trusted third party exists and may be replaced by a blockchain solution to save time, 
reduce costs or simplify the process, 

• the use case partner’s business model is a trusted third party and a possibility of being 
replaced by a distributed trust solution should be avoided.  

The need for data immutability, transparency and permanent business records is assessed 
and graded by importance. The potential for automation of the business process using 
blockchains and smart contracts is assessed by how much of the process is automated 
today and to what extent it can be automated using smart contracts. 

Based on a spreadsheet that is shared among the partners during one of the project 
meetings, the candidate use cases are identified and evaluated.   

3.2.2 Blockchain Scenario 1: Circular Economy  

The circular economy scenario in EFPF demonstrates the relationships and transactions 
between three participants of the network. The scenario can be extended to include more 
parties and display the various phases of a product lifecycle.  

In the current scenario, KLEEMAN is a factory that during manufacturing, creates a certain 
waste, e.g. scrap wood. ELDIA is a company that mediates the transportation of such waste 
to a waste recipient called MILOIL. The process is as follows: 
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1. KLEEMAN creates waste during manufacturing process. To get rid of created waste, 
KLEEMAN makes an announcement through the EFPF‘s portal, which becomes visible 
to all participants that qualifies as a transporter in EFPF. This results in a transaction 
on the ledger with specific information, e.g. the type of waste, the weight of waste. This 
transaction is being digitally signed by the KLEEMAN’s representative. 

2. MILOIL which is a waste transporter and has the appropriate clearance, wants to 
transfer the waste and signs an agreement on it with KLEEMAN. This creates also a 
transaction on the ledger that is digitally signed by both parties. Information such as 
the truck’s plate and the truck driver’s name who will pick-up the waste, is added to 
this transaction. 

3. The truck driver uses a mobile application to scan the information through a QR code 
at KLEEMAN’s premises and digitally sign the loading of the cargo. This creates 
another transaction on the ledger that verifies that the waste is being transported. The 
destination depends on the ELDIA’s transportation policy to act either as a transporting 
middleman or as a waste processing party.  

• If MILOIL acts as a waste management company and processes the waste to 
biomass, then the destination is defined as MILOIL premises. The delivery and 
process of the waste is added as a transaction on the ledger and is digitally 
signed by ELDIA’s representative. After that, another transaction of a truck 
driver and truck’s plate is added on the ledger and the truck driver scans with 
his/ her mobile the newly produced QR code and digitally signs it to confirm that 
the cargo is being transported. 

• If MILOIL acts only as a transporter, then the final destination is defined as 
ELDIA premises. In this case, neither new QR code is produced nor a new 
digital signature by the driver is required. 

4. MILOIL, with the role of waste recipient, receives the initial or the processed waste and 
digitally signs a transaction on the ledger to confirm this action.  

5. MILOIL further processes the waste or biomass and produces bioenergy and an 
electricity provider converts it to electricity and diffuses through the electricity energy 
network. KLEEMAN as an electricity provider’s customer, receives electricity produced 
from the waste. With this, the circle is completed. 

6. KLEEMAN receives an annual overview by the electricity provider for the amount of 
green energy consumed. All these transactions can be verified through an immutable 
ledger, allowing KLEEMAN to produce a certificate that can prove their contribution to 
the protection of the environment. This certificate acts as a Guarantee of Origin and is 
publicly available to anyone interested to look at KLEEMAN’s energy footprint.  

Figure 22 illustrates the entire process. Note that green arrows represent the blockchain 
transactions between the various participants. The blue arrows are planned to be 
accomplished in the future and engage potential electricity providers that can process 
biomass and convert it to electricity. 
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Figure 22: Circular Economy with Blockchain Technology 

In the circular economy scenario, the design process of the various UIs is created to fulfil 
the specific user’s role(s) in the system. For example, a manager of a participating company 
wants to see as much information as possible. The driver of the transporting company needs 
a simplified view on his/ her mobile phone display, showing only the information required to 
provide the transportation.  

The circular economy scenario starts with the exchange of a direct contract between the 
waste producer and the waste transporter. The waste producer creates an invoice 
document, which provides information about the product (asset) being transported to its final 
destination. The product (asset) changes when it is handed from the producer to the 
transporter. The product ownership changes when the product reaches the final destination 
(i.e. the destination of a waste recipient).  

The participants digitally sign transactions that are necessary for the completion of each 
interaction. Figure 23 depicts the entire process. Figure 24 shows the way how a waste 
producer (KLEEMAN) publishes the details about the new waste products (the “New Asset 
Announcement” UI). The creation of an invoice by a waste producer is presented in Figure 
25. The invoice includes separate sections to be filled by the waste transporter and the 
waste recipient.  When the product (asset) is in transport, the UI looks like the one shown in 
Figure 26. Figure 27 illustrates the waste driver’ simplified UI showing the details of the 
product in transport. Finally, Figure 28 shows a dashboard with an overview of all the 
products and their transactions. 
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Figure 23. UI for a company profile 

 

Figure 24. UI for the “New Asset Announcement” by a waste producer 
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Figure 25. An invoice created by a waste producer. This invoice follows the transportation 
of the product to its final destination 

 

 

Figure 26. UI of the product in transport  
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Figure 27. The waste driver’ UI of the product in transport 

 

 

Figure 28. A dashboard with an overview of all the products, and their details related to 
current ownership, status of the transaction, and more. 

3.2.3 Blockchain Scenario 2: Track & Trace Service (T&TS) 

 T&TS Data Management 

Product tracking & tracing information provides the buyer of the product with all details about 
the location of the product’s manufacturing environment and all manufacturing phases 
performed for the product in this environment [NIMBLE-D5.2] [NIMBLE-D5.1]. The tracking 
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& tracing information is timestamped and offers precise details about the manufacturing of 
the product in a specific production environment. 

The GS1 standardization body provides standards for tracking & tracing of products within 
a supply chain, e.g. the Electronic Product Code (EPC) standard that enables a unique 
digital representation of physical products (objects). To obtain relevant information of the 
physical object under consideration, the EPC standard is optimized to be used with Radio-
Frequency Identification (RFID) technology. The RFID tags have the EPC encoded within 
them, and the codes can be read using RFID receivers.  

The tracking & tracing information is structured according to the EPC Information System 
(EPCIS) standard, which enables information sharing between various participants in a 
supply chain. EPCIS answers the “WHAT, WHERE, WHEN, and WHY” question for any 
product. 

The advancement of the IoT open some new opportunities for sensors, e.g. obtaining 
valuable information from sensors and actuators can be achieved even when they are 
deployed within various application fields. IoT-enabled sensor nodes can be deployed within 
production environments and the data about the manufacturing environment or the product 
itself can be collected. The inclusion of IoT data along with the product’s data adds more 
value for the buyers as they can obtain information of the product’s whereabouts as well as 
the product’s manufacturing environment. This extends the questions of “WHAT, WHERE, 
WHEN, and WHY” by adding the “HOW” question: how the product is treated within the 
production environment, which is important for the assessment of the quality of sensitive 
products within a supply chain. 

The EFPF blockchain T&TS is based on tracking & tracing principles implemented for the 
NIMBLE platform [NIMBLE-D5.2]. The T&TSs in NIMBLE are implemented and deployed 
on the IBM Cloud that is based on Hyperledger Fabric. The EFPF blockchain T&TS will be 
implemented using hardware and software technologies agreed between the project 
partners. The next sections give more details about the T&TS design architecture and 
implementation.  

 T&TS Architecture 

The blockchain T&TS is realised at the company level. The company must be registered in 
the EFPF platform, or some of the base platforms, e.g. NIMBLE. The product is transferred 
through different RFID gates that are located in different areas, within the company’s 
premises. Each product has an RFID tag that enables its digital identification. The RFID tags 
are scanned every time when the product either enters an area or leaves the area. Each 
area of the company has either an RFID reader installed or employees working in the area 
that are equipped with hand-held RFID readers to scan the products. To monitor 
environmental parameters like humidity, wireless sensor nodes are also installed in these 
areas. 

The information generated by the RFID tags and wireless sensor nodes are sent to the 
Gateway, as shown in Figure 29, that is responsible for collecting data from the tags and 
sensor nodes, transforming the data by adding meta-data and sending the information to 
the data storage [NIMBLE-D5.2]. The RFID tags are scanned on an event-driven basis, 
while sensor nodes tend to send information in a streaming manner, i.e. periodically after a 
fixed time interval. To work with both types of data (event-driven scanning information and 
stream information) different communication stacks need to be used (see section on 
implementation). In addition, the information from these distinct sources is stored in different 
databases to optimize querying.  
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To link the EPCIS data of the product with the sensor data of the product’s environment, an 
integration algorithm was used. This algorithm stores essential linkage meta-data, which is 
useful to display the state of the product and its environment to the users. 

 
Figure 29. System Architecture for the Blockchain Track & Trace Service 

Figure 29 illustrates the architecture of the T&TS in NIMBLE. Note that the same architecture 
of T&TS is used in EFPF, but the algorithms will be re-implemented due to technical 
restrictions of the existing solution. A product with RFID tag is transferred through different 
production areas (1 to N) and the data from the tags and the continuous monitoring of the 
environmental parameters are collected and sent to the Gateway. The Gateway further 
sends the data to the databases via the network infrastructure of the company. The 
integration algorithm takes care of merging the RFID scan events from the EPCIS repository 
with the obtained environmental measurements. The T&TS information is available to the 
NIMBLE platform’s frontend service via a specific microservice. Additional values will be 
added through a microservice for EFPF, to assure that the data stored within the company, 
as well as the blockchain ledger, remain untampered and the data integrity is maintained in 
the supply chain.  

Figure 29 shows four different phases in the architecture (i.e. Data Sources, Data 
Acquisition, Data Storage, and Data Integration). The remaining part of this section gives a 
detailed overview for each phase [NIMBLE-D5.2]. 

• Data Sources: this phase is responsible for generating the relevant information from 
the product and its environment. The information generated through the RFID tags on 
events and from the wireless sensor nodes, differ significantly in terms of volume. 
Since wireless sensor nodes do not have a lot of on-board memory and sufficient 
computation power, the communication stack should be carefully selected. Hence the 
wireless sensor nodes use the MQTT (Message Queue Telemetry Transport) 
standard. To add more context into the environmental data being sent by the sensor 
nodes, specific MQTT topics as well as a specific payload syntax are used to help 
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scale the application and make it easier to link the data with the product information (in 
EPCIS format). 
The MQTT topic takes into consideration geographical information of the company as 
well as the unique Medium Access Control (MAC) address of the sensor node. This 
adds more contextual information of where the environmental parameters are collected 
from the company’s premises and which sensor is responsible for sending this 
information. The payload that contains the environmental sensors are sent as strings 
with the Line Protocol format. 
Sensor nodes are programmed in a way to regularly publish collected data to an MQTT 
Broker. The RFID tags are read through gates or hand-held devices which send the 
appropriate EPC information of the tags to the Gateway either through coaxial cable 
or other wireless media like WLAN (Wireless Local Area Networks) or cellular 
networks. The data is acquired by a central entity (Gateway) that is discussed below 
in Figure 30. 

• Data Acquisition: this phase includes a centralized entity (Gateway), which is a 
single-board computer that runs different applications for processing the data from the 
different data sources. The Gateway has an MQTT Broker to which the sensor nodes 
publish their data. The data is sent via the WLAN medium from the sensor nodes to 
the Gateway, which also has wireless communication capabilities. The Gateway has 
two distinct APIs for handling the data coming from the sensor nodes and the RFID 
tags. The architecture of the Gateway is illustrated in Figure 5. 

 
Figure 30. Gateway Architecture 

The RFID gates are connected to the Gateway via coaxial cables. The EPCIS Capture 
Interface is responsible for adding the EPCIS vocabulary to the scanned RFID event, 
which is known as an EPCIS document. The EPCIS Capture Interface also sends the 
EPCIS document to the EPCIS repository (database). The EPCIS document is a 
Javascript Object Notation (JSON) format data structure. The EPCIS document is sent 
to the EPCIS repository using the HTTP POST method. 

• Data Storage: to handle different volumes of data, i.e. sensor information and RFID 
tags, two different databases were used:  
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• For the EPCIS Repository, it was used MongoDB with the Oliot EPCIS open-
source web service. The Oliot EPCIS tool provides different APIs for handling 
EPC based information. 

• For the environmental data from the sensor nodes, it was used InfluxDB, a time-
series database that can handle large quantities of IoT data and can provide 
graphical dashboards to visualize the data over a large time-interval. The line 
protocol strings from the parsing software are directly inserted into InfluxDB via 
the HTTP POST method. To visualize the incoming sensor data, an open-source 
visualization tool called Grafana was used. This tool provides simple plugins for 
InfluxDB and sharing of dashboards in the form of HTML iFrames. 

• Data Integration: the integration algorithm includes two distinct parts: Change 
Detection and Data Aggregation, as illustrated in Figure 31. 

 
Figure 31. Data Integration for RFID and IoT data flowchart 

 
The Change Stream mechanism provided by MongoDB is used to continuously listen 
to every incoming EPC Document generated from the Gateway. The EPC Document 
is stored simultaneously in the EPCIS repository and the Change Detection 
Mechanism uses the incoming document to check whether the product was 
previously scanned within the production line or not. If the product was previously 
scanned, the timestamp from the EPC document can be obtained. If there is no 
previous data within the EPCIS repository, it implies that the product has just entered 
the production line. 
The current timestamp from the incoming EPC Document and the previously existing 
document are extracted to form a time-interval. The time-interval and the respective 
bizLocations that the product has been through are used as querying parameters 

to obtain the environmental data for the time interval and the production areas. The 
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data is restructured to form a Sensor Document. The Sensor Document is in JSON 
format and includes all the environmental data and the associated bizLocation 

where the data was collected, as well as the sensor’s MAC address. 
The Sensor Document includes the timestamps and information about where the 
product was during the time interval and how the product’s environment looked like 
in the moment of collecting the timestamps. A cryptographic SHA-256 hash is created 
for the complete Sensor Document which is stored back into the EPCIS Repository 
(MongoDB) as a separate database, as well as in InfluxDB to each data point. Hence 
each sensor data point comprises a unique cryptographic hash, as well as the original 
sensor data. 

 

 
Figure 32. NIMBLE UI for Track & Trace Service, with Timeline and IoT Dashboard 

The Sensor Document’s hash provides a critical check if the data within InfluxDB is tampered 
with the intent of fraud or malice. The regenerated Sensor Document of the tampered data 
has a completely different cryptographic hash, signalling that some form of data tampering 
has occurred. This hash value is also stored into the blockchain, as discussed below. 

• Blockchain Integration: a Hyperledger Sawtooth instance with REST API to 
store EPC Documents and sensor data to blockchain, is used. The Oliot EPCIS 
for the NIMBLE platform provides an API where the incoming EPC Documents 
are stored on the blockchain using an HTTP POST method. Here the complete 
EPC document list is used to generate a cryptographic SHA-256 hash. The hash 
is added to the EPC document and then registered to the blockchain using the 
API for the NIMBLE platform. The Integration algorithm registers only the SHA-
256 hash of the above-mentioned Sensor Document, due to its size. This reduces 
computational costs of saving large datasets on the blockchain. 
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• UIs for the interaction: Figure 32 shows the UI for T&TS with timeline and IoT 
dashboard [NIMBLE-D5.2]. 

Figure 33 shows the interaction of the NIMBLE Platform UI with different microservices. 

 
Figure 33. Sequence diagram for tracking information of product 

To visualize the IoT Dashboard with the sensor data, the User clicks on the IoT 
information tab on the right-side of the UI (Figure 32). This triggers a set of 
interactions with the IoT-tracking-blockchain-service as shown in the following 
sequence diagram in Figure 34. Based on the EPCIS information available from the 
IoT-tracking-blockchain-service, a Grafana dashboard is called within an HTML 
<iframe> tag for the Frontend-Service component.  

 
Figure 34. Sequence diagram for IoT dashboard visualization 
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3.2.4 Blockchain Scenario 3: DApp 

The introduction of the Delivery Application (DApp) by CNET into the EFPF ecosystem 
enables manufacturers to use this application as a service through the EFPF portal. DApp 
is designed to facilitate all stages of delivery of the product, ensuring data integrity by 
leveraging blockchain technology. DApp uses QR code, NFC and image hashing 
technologies to make the use and implementation simple as well as keeping it practically 
effective by minimising manual data entry needed. DApp uses ionic framework (see: 
https://ionicframework.com/) which allows the application to be implemented cross platform, 
while providing freedom of choice to the user and minimising adoption related costs.  

DApp has been integrated with the WASP tool to perform the role of driver of process. The 
user can use WASP to model their business process. Within the process, the user can define 
delivery steps as per their natural process and the application will follow the same procedure 
to ensure continuity. WASP is central to both business process modelling as well as 
integration to ERP system. A blockchain (BC in Figure 35) component acting as a backend 
ledger and contract verifier directly interfaces with the WASP tool. The configuration of these 
components is show in Figure 35 below. 

 

Figure 35: Relation between EFPF components for DApp 

The DApp is being piloted with project partners LAGRAMA. LAGRAMA have modelled their 

BPMN through WASP and the DApp is following the delivery process steps. A description 
of the screens within the application is given below in Figure 36: 

1. Login – The delivery person logs in securely into the application. 
2. List of shipments and status – User can see a list view of all shipments being 

carried out through the application and learn the latest status of the shipments. 
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Figure 36: Login and shipment status screens in DApp 

3. Handover Procedure: This is a two-part process which ensures that the correct 
shipment is handled by the appropriate assignee (Figure 37). 

a. Verification of item: The application provisions for use of QR code technology 
by scanning with the camera of a smartphone as well as NFC technology to 
ensure that the shipment exists, and its destination is read and recorded 
correctly. 

b. Verification of Party: Similarly, the application provisions for verification of 
the collection party by verifying the possession of ‘key’ through the client app.  

 
Figure 37: Verification views in DApp 

4. In transport view – DApp continuously tracks the position of the shipment and shows 
on a geographical map.  

5. Delivery view – At the final destination the party scans a QR code or verifies the 
recipient through NFC technology and hands over the shipment, as shown in Figure 
38.  

6. Final status update – Upon completion of delivery all parties can see the status of 
the shipment updated in their respective applications.  
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Figure 38: Delivery and overview screens in DApp 

3.3 Blockchain Application Design Principles in EFPF 

The implementation of the EFPF blockchain applications is based on the concept of 
decentralization of services and infrastructure. The main reason for using decentralization 
is centric to distributed ledger peer-to-peer systems designed to eliminate the single point 
of failure, while supporting the required governance rules for the present and future use 
cases as well as maintaining the scalability and high-performance.  

In this context, it is decided that two different partner organizations in EFPF hold initially the 
common ledger, namely CERTH-ITI and CNET. They will run two Hyperledger Sawtooth 
nodes with identical copies of data. Permissions will be controlled by the governance rules 
agreed between the different participants for each use case. This infrastructure will be the 
same for the current and the future use cases and the distributed applications that are being 
or will be developed can use it either for real time transactions and queries or for storing 
historical data for verification and dispute resolution.  

Figure 39 illustrates the network infrastructure for blockchain applications in EFPF. 

 

Figure 39. Blockchain Network Infrastructure in EFPF 

3.3.1 Blockchain Design Concerns  

Some of the major design concerns related to the architecture of the blockchain and smart 
contracts in EFPF, include the following:  

http://www.efactory-project.eu/


 European Connected Factory Platform for Agile Manufacturing – www.efpf.org 

 

 

D5.2: Security and Governance - Vs: 1.0 - Confidential 76 /79 

• The Blockchain Smart Contracting service in EFPF requires a private9 implementation 
mechanism (blockchain framework), not a public distributed ledger technology system. 

• The Blockchain Smart Contracting service and the chosen implementation mechanism 
(blockchain framework) should have the capability to be a permissioned distributed 
ledger system, requiring authorization to perform a particular activity or activities. 

• The Blockchain Smart Contracting service must be sector agnostic – the solutions 
should be usable by cross-sectorial stakeholders, e.g. in production, distribution and 
by various customers. 

• The Blockchain Smart Contracting service should support a federation, with no single 
entity that owns the blockchain. 

• All stakeholders must be able to access and use the Blockchain Smart Contracting 
service. This means that there should be no need for participants to run a blockchain 
node.  

3.3.2 Blockchain Design Decisions 

Based on the blockchain applications from the base platforms (i.e. COMPOSITION, 
NIMBLE) and taking into consideration recent developments around DLT, the final design 
decision is to use Hyperledger Sawtooth as the primary blockchain implementation 
mechanism. With such implementation mechanism, private, permissioned blockchain 
applications that are not limited in domain and are accessible to all stakeholders can be 
built. Consensus nodes can be hosted by a subset of the partners in the business network.  

To reach the minimum levels of decentralization two or more organizations hold a copy of 
the ledger. For testing purposes, the whole system can be deployed on a single server node, 
running the dev mode of the consensus algorithm that Hyperledger Sawtooth supports.  

Currently, the above-presented use cases are in the development phase. The design 
patterns in the different scenarios will be generalized to support arbitrary business 
processes and provide re-usable blockchain application building blocks and services. The 
ultimate goal is to provide a blockchain platform that can support value co-creation in the 
EFPF ecosystem, with stakeholders extending the existing functionality in a modular way. 

The project also envisions future use cases to utilize the blockchain network for historical 
and backup data. This requires a level of abstraction between the back-end servers and the 
front-end clients, which is achieved by different endpoints for different use cases. The data 
sent to these endpoints are in JSON standard format. Hyperledger Sawtooth provides a 
REST API service out of the box, which allows client applications to use HTTP/JSON 
standards10. Client applications retrieve information after querying the ledger through 
Sawtooth’s REST API in the form of JSON envelopes and the process of parsing the data 
returned is easy and straightforward. Additionally, error handling becomes possible by 
parsing metadata included in these JSON envelopes. The HTTP Status Codes returned by 
the error responses can be found in the following Figure 4011:  

 
9 https://www.iso.org/obp/ui/#iso:std:iso:22739:dis:ed-1:v1:en 
10 https://sawtooth.hyperledger.org/docs/core/releases/1.1/architecture/rest_api.html 
11 https://sawtooth.hyperledger.org/docs/core/releases/1.1/rest_api/error_codes.html 
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Figure 40. HTTP status codes 

For the client applications, specific decisions have been made to take advantage of the 
aforementioned features. More specifically, the endpoints that have been created are able 
of handling all the requests coming from the client applications, as long as these are well 
structured. For the reference, the client interface for the circular economy scenario uses the 
endpoints and JSON formats in the following way: 

Endpoint for Posting an asset (waste announcement) 

POST /records 

body: { 

 "recordId": "500-500-500", 

 "properties": { 

  "asset_document": "560", 

  "status": "Pending", 

  "producer" : { 

   "company_name": "KLEEMANN HELLAS SA", 

   "company_address": "Industrial Area of Kilkis", 

   "name": "John Doe", 

   "phone": "(315) 704-919", 

   "email": "admin@kleemann.com", 

   "signature": "DIGITAL_SIGNATURE", 

   "asset_type": "Iron and Steel", 

   "asset_weight": 15600, 

   "asset_state": "waste", 

   "asset_code": "17-04-05" 

  },  

  "transporter": { 

   "company_name": "ELDIA SA", 

   "company_address": "12th km Thessaloniki-Kilkis Rd" 
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  } 

 } 

} 

 

Endpoint for Posting a new User 

POST /users 

body: { 

 "orgId":"eld", 

 "publicKey": 

"03273e8b6bac5594f040fac6b990f2add288c2b0a41079840e9895f9fe70981dae", 

 "active": "true", 

 "roles": ["driver"], 

 "metadata": { 

  "email": "driver2@eldia.com", 

  "userName": "papagian", 

  "fullName": "Giannis Papadopoulos", 

  "phone": "(2310) 134-462", 

  "mobilePhone": "(+30) 6929811944" 

 } 

} 

 

Queries for records on the ledger 

GET /records → returns all assets/records 

GET /records/:recordId →  returns all attributes of a specific record 

 

 

http://www.efactory-project.eu/


 European Connected Factory Platform for Agile Manufacturing – www.efpf.org 

 

 

D5.2: Security and Governance - Vs: 1.0 - Confidential 79 /79 

4 Conclusion and Next Steps 

This report presents the results of three currently ongoing EFPF tasks on Information 
Security, privacy and identity management (T6.2), governance rules and trust mechanisms 
(T5.3) and blockchain and smart contracting technologies used to provide additional, 
decentralized user identity management, identities for remote sensor devices, tracking & 
tracing of products, and more.  

The federated identity management and security controls are core enablers for the effective 
users’ collaboration via the EFPF digital platform (portal). In the first eighteen (18) months 
of the project, the core federated security services are designed and implemented, e.g. the 
API Security Gateway (ASG), and the EFPF Security Portal (EFS) with the Policy 
Enforcement Service (PES) and Token Translation Service (TTS). The future work in T6.2 
includes the integration of the SSM risk analysis and risk management tool (see Annex C 
for the details on refactoring of SSM and its integration with the EFPF ASG). Similarly, trust 
mechanisms for trust scoring and ranking, described in Section 1.1.4, are implemented in 
NIMBLE and will be integrated with EFPF services. With regard to data privacy, apart the 
data protection measures that are in the focus of task T6.2, in task T5.3 the first steps 
towards compliance with GDPR are already taken, e.g. understanding the data flows 
through the platform, and capturing the purposes for data processing.  

Task T5.3 additionally identifies and traces governance rules at several levels: data 
governance, corporate governance (e.g. asset management policies, privacy policies) and 
the European Factory Foundation (EFF) governance mechanisms (e.g. membership 
policies, policies for sustainable growth of the platform and the platform ecosystem). The 
future work is about keeping records of personal data processing up to date, as required in 
the mandatory Data Protection Impact Assessments (DPIAs) introduced by GDPR, and 
continuous work on operational policies and procedures. The operational policies will be 
modelled and enforced through the Policy Enforcement Service (PES) (see Section 1.4.1), 
which will be further extended to enable self-regulation model that allows for quick 
interventions.   

Task T5.4 identifies several scenarios for the blockchain technology usage in EFPF, e.g. the 
implementation of the identities, circular-economy, tracking & tracing and DApp scenarios. 
The circular-economy blockchain application is mature enough to be used as a blockchain 
reference tool in EFPF. The tracking & tracing application needs to be re-implemented by 
using the project’s agreed technology - Hyperledger Sawtooth (note that the tracking & 
tracing service was implemented in NIMBLE using a commercial environment of IBM Cloud 
and Hyperledger Fabric). The current work on the tracking & tracing application in EFPF 
includes redesign of operational workflows for blockchains. The DApp application requires 
a visual uplift on the front end. Current efforts focus toward redesigning to enhance the 
existing UI/UX and make the application more intuitive to the users.   
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Annex C: Federating a Standalone Legacy System with 

SSO: System Security Modeller (SSM) – Keycloak Upgrade  

The integration of the SSM tool with the EFPF portal requires connecting SSM with the the 
EFPF SSO which uses Keycloak, an open-source identity and access management (IAM) 
solution. The SSM is a software risk modelling tool with a Spring Boot backend and a React 
frontend. The old security layer is built in-house and uses JWT tokens and Spring Security. 
There is limited documentation describing the legacy security code and certain parts of it 
are no longer being used, making the authentication mechanism fairly difficult to understand 
and maintain. 

Requirements 

To refactor SSMand integrate it with the EFPF SSO, we had to cover the following 
prerequisites: 

• Use a solution compatible with Keycloak: OpenID Connect, LDAP, SAML etc. 

• EFPF users should be able to continue a login session from the EFPF portal. 

• When opening the SSM through the EFPF portal for the first time, users should have 
an SSM user created for them and be able to create models of their own. 

Implementation options 

Given the existing security architecture and the new requirements, there are a few ways to 
proceed: 

• The first option is to adapt the existing code to work with Keycloak through OpenID 
Connect, which is a protocol that also uses JWT tokens. This would theoretically be 
the quickest solution, as it would require fewer changes, and it would be the best choice 
for a system where the security layer is well-maintained and up to date to begin with. 
For SSM, the security architecture was out of date and not very well understood, so 
this option was not considered to be ideal 

• Alternatively, the security layer could be to reimplement the SSM from scratch, which 
would ensure that it is up to date and compliant with the new requirements, but it would 
be the most time-consuming approach and would require a very deep understanding 
of the technologies involved, making it the least preferable for our scenario. 

• The third approach and the one we chose, is to reimplement the security layer using 
an off-the-shelf identity management solution. This carries the benefits of removing all 
outdated code and meeting the new requirements, but without the complexity and 
difficulty of developing from the ground up. 

Selecting an identity and access management (IAM) solution 

When selecting which software to incorporate in SSM, we aimed for a free, open-source, 
well-documented and up-to-date solution. The EFPF portal uses Keycloak which is one of 
the most popular free IAM solutions. Additionally, there is already an established workflow 
for configuring SSO for EFPF with Keycloak on both sides, so we chose it for this task.  

Implementation 

• Preparing server instances and containers 

It is important to consider early on that publicly available URIs of your service and your 
authentication server need to be available for integration with another Keycloak server 
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(the EFPF SSO server in this case). Depending on internal organisation processes, 
you may need to consider putting in requests for these in advance in order to avoid 
unnecessary delays. 

• Identifying the correct Keycloak adapters to use 

Keycloak offers several “adapters”, which are libraries for popular languages and 
frameworks that handle the connection to the Keycloak server on the application server 
side. It is not immediately obvious that multiple adapters can and should be used at 
the same time. For example, SSM uses the Spring Boot, Spring Security and Tomcat 
adapters, as well as a library called Keycloak Admin Client, which has not been 
prominently mentioned in the documentation but is necessary for retrieving information 
from the authentication server. 

• Refactoring old code 

Many of the functionalities present in our legacy code were included in Keycloak. Thus, 
much of the refactoring involved removing a large number of files from the codebase 
and replacing them with relatively brief classes connecting to Keycloak. These 
changes were sure to break several features of the application, due to the fact that the 
entire authentication mechanism was being taken out and replaced. A good way to 
ensure the preservation of prior functionality in this case would be to rewrite the 
corresponding tests in advance (test-driven development) to ensure that no breaking 
changes are being left unaddressed. 

• Setting up the authentication server 

Keycloak provides an administrator console web GUI, which makes server 
configuration easy and convenient. To integrate with the EFPF SSO, we were able to 
follow the detailed configuration instructions provided by partners. When setting up the 
server, it was necessary to create accounts with admin privileges for developers 
working on the security upgrade. In our specific use case, a migration of all user 
accounts from the old database was not necessary, but it would likely present 
challenges, unless the identities come from an identity provider such as Active 
Directory or other, which can be directly integrated with Keycloak. 

• Unit tests 

As mentioned previously, our security upgrade with Keycloak created many changes, 
including within our automated tests. Specifically, the tests involving REST calls as an 
authenticated user had to be reimplemented to work with the new security architecture. 
This was somewhat challenging due to the limited OpenID Connect support of the 
library used in the SSM for REST testing called REST Assured. To tackle this, we 
created an authentication flow which mirrors the sequence of requests observed when 
authenticating in a browser. Another option would be to use the OIDC Resource Owner 
Password Flow, where user credentials are exchanged for an access token. While this 
flow is not recommended in most cases due to the handling of the user’s password, in 
a unit test scenario where both servers are local and the test user is not real, it would 
be acceptable. 
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Annex D: Examples of Terms & Conditions in EFPF  

Introduction Clause 

This clause is set at the beginning of T&C agreement, explaining its purpose, who it 
applies to and under which conditions the terms are triggered.   

Policy Name Introduction Clause 1 

Objectives and 
Principles of the Policy 

The EFPF T&C governs the use of the EFPF platform 
and provides information about its services. When you 
create an EFPF account or any time when you use the 
EFPF platform, you agree to these T&Cs. In that way, 
these T&Cs constitute an agreement between you and 
the EFPF platform.  

Elements of the Policy 

Key Clauses 

The use of the EFPF platform denotes automatic 
acceptance of the defined T&C. The user takes 
responsibility to be informed about the latest EFPF 
T&C. Users are also bound by the T&C of the open call 
testbeds they use through the EFPF platform. 

KPIs N/A 

Conditions and courses 
of action 

N/A 

Inputs from other areas None 

Impact on other areas Business models  

Evaluation of Candidate Policy Options Pros Cons 

1 
Automatic acceptance of T&C  User may not be 

aware of their 
obligations 

Full text of policy 

The EFPF T&C applies to every user of the platform and for any use of the 
platform. It is important to understand that when you use the platform, you are 
bound by the EFPF T&C. Once you have registered to use the EFPF platform, it 
is your responsibility to remain aware of the EFPF T&C and of any changes made 
to them. Your continued use of the EFPF platform means that you abide by the 
latest version of the EFPF T&Cs.  

You are also bound by the ICT regulations of your own institution and the Fair 
Usage Policy of the network providers connecting you to the EFPF platform and 
interconnecting the resources you use. Thus, you must have read, understood 
and agree to all of these regulations before using EFPF platform resources. 
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The EFPF T&Cs also apply to third party users using the EFPF platform through 
services you have made available through the EFPF platform. You must inform 
these third parties of the EFPF T&Cs and ensure the third parties’ acceptance of 
them. 

Confidential part of policy 

 

Unique Identified of the 
policy 

T&C-GOV-1-1 

 

Quality of Service (QoS) Guarantee Clause 

Policy Name Quality of Service (QoS) Guarantees 

Objectives and 
Principles of the Policy 

Certain service levels must be met (delivered) by each 
platform that participates in the EFPF ecosystem. If the 
participatory platform fails to meet the expected QoS 
level, it must compensate for the inconvenience caused 
by either low quality of service or loss of the users. 
Subsequent financial loss caused by low quality of an 
interaction (e.g. quality of supply) over the EFPF 
ecosystem will not be compensated. 

Policy Elements 

Key Clauses 

Default QoS guarantees are not provided by EFPF. 

Some platform from the EFPF ecosystem may wish to 
offer QoS guarantees in order to prove trustworthiness 
of their services. 

KPIs N/A 

Conditions and 
Courses of Action 

N/A 

Inputs from other Areas None 

Impact on other Areas Resource Guarantees  

Evaluation of Candidate Policy Options Pros Cons 

1 

No default QoS guarantees offered by 
EFPF 

 

Better 
opportunity for 
extended 
platforms to 
differentiate 
themselves by 
offering QoS 
guarantees 

Some users will 
not accept 
business risks 
associated with 
missing QoS 
guarantees  
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2 

EFPF offers QoS guarantees Difficult to 
manage 
because of the 
heterogeneous 
nature of B2B 
services over 
the EFPF 
platform 

 

Full text of policy 

 

Confidential part of policy 

 

Unique Identified of the 
policy 

T&C-GOV-11-1 

 

Fair Usage Clause 

Policy Name Fair Usage Policy 

Objectives and 
Principles of the Policy 

Ensure that all users have a fair allocation of the EFPF 
resources. 

Policy Elements 

Key Clauses 
Users whose usage of the resources has been 
reduced need to be informed 

KPIs  

Conditions and Courses 
of Action 

 

Inputs from other Areas  

Impact on other Areas Resource Provisioning 

Evaluation of Candidate Policy Options Pros Cons 

1    

2    

Full text of policy 

The EFPF platform resource providers aim to provide a stable, high-quality 
service. If there is evidence that the actions of users are adversely impacting this, 
the service providers are empowered to take reasonable measures to terminate 
or reprioritise usage in order to protect the overall operation of their services, and 
to give all users a fair opportunity to use the resources. 
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Confidential part of policy 

 

Unique Identified of the 
policy 

T&C-GOV-12-1 

 

 

Policy Name Fair Usage Policy 

Objectives and 
principles of the Policy 

Ensure that users are responsible for the use of the 
EFPF resources.  

Elements of the policy 

Key Clauses 

Users are responsible for all the activity done on the 
EFPF platform by their account  

Users must protect their access credentials. 

In case of any loss or damage to the EFPF platform or 
other platform users originating from a user’s account, 
that user is responsible for repairing or compensating 
for all damages. 

KPIs N/A 

Conditions and courses 
of action 

N/A 

Inputs from other areas None 

Impact on other areas Resource Provisioning  

Evaluation of candidate policy options Pros Cons 

1 

Users are responsible for all the activity 
done on the Platform by their account 

 

Clearly 
indicates to 
the user that 
they are 
responsible 
for actions 
performed on 
the platform 
by their user 
account, 
whether they 
did the 
actions or 
not. 

May be off-
putting to users 
but unlikely due 
to the clause’s 
ubiquity 

Full text of policy 
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You are granted an account solely for your own and personal use. You must take 
appropriate measures to protect your credentials and prevent their use by third 
parties. The information you provide when requesting an account must be correct 
to the best of your knowledge. You shall be responsible for all loss or damages to 
any part of the platform as a result of any use of your credentials to access the 
platform, whether or not they are authorised or unauthorised by you. 

Confidential part of policy 

 

Unique Identified of the 
policy 

T&C-GOV-12-2 

 

Policy Name Fair Usage Policy 

Objectives and 
principles of the Policy 

Prohibition of illegal, military, immoral and disruptive 
activity 

Elements of the policy 

Key Clauses 

Military usage is prohibited 

Illegal usage is prohibited 

Disruption of the platform or other users is prohibited 

KPIs N/A 

Conditions and courses 
of action 

N/A 

Inputs from other areas None 

Impact on other areas Resource Provisioning  

Evaluation of candidate policy options Pros Cons 

1 

Military usage is prohibited Prevention of 
work that 
may lead to 
military 
outcomes 

Possibly 
excluding a 
section of the 
user market 

2 
Illegal usage is prohibited Prohibition of 

illegal activity 
None 

3 

Disruption of the Platform or other users is 
prohibited 

Prevention of 
annoying and 
disruptive 
behaviour 

None 

Full text of policy 
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The following are explicitly forbidden on the EFPF platform: Any military usage, 
including, but not limited to, the development and production of weapons of mass 
destruction. Any activity resulting in the compromise of security or integrity of any 
sites or networks connected to the EFPF Platform. Distribution of documents or 
materials containing insults or defamation, racial hatred or revisionism, terrorism, 
advertising, or distribution of material in a way that infringes the copyright of 
another person. Hosting commercial services. Any illegal activity. Interference 
with other users’ work. Access of other users’ data without their express 
permission. Violation of users’ privacy. Wilful disruption of the working of the 
Platform. 

Confidential part of policy 

 

Unique Identified of the 
policy 

T&C-GOV-12-3 

 

Policy Name Fair Usage Policy 

Objectives and 
principles of the Policy 

Licensing and protection of software and data 

Elements of the policy 

Key Clauses 

Respect software license terms 

Respect copyright of software and data 

Data owners’ permission must be acquired to put their 
data into the EFPF platform 

KPIs N/A 

Conditions and courses 
of action 

N/A 

Inputs from other areas None 

Impact on other areas None  

Evaluation of candidate policy options Pros Cons 

1 
Respect software license terms Avoids 

violation 
None 

2 
Respect copyright of software and data Avoids 

copyright 
infringement 

None 

3 
Data owners’ permission must be acquired 
to put their data into the Platform 

Respect of 
data owner’s 
rights 

None 
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Full text of policy 

You must respect all Copyright for any software and data used on the EFPF 
platform. 

The terms of all software and data licences must be respected. 

You are not entitled to move proprietary data to, from, or via Platform systems 
without the prior written agreement of its owner. 

Confidential part of policy 

 

Unique Identified of the 
policy 

T&C-GOV-12-4 
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Annex E: Template for Capturing Corporate Governance  

Governance Rules Relation to EFPF   Gap Analysis 

No. RULE Enforceable 

by platform 
or external? 

Within or 

out of the 
EFPF 
scope 

Priority for 

the project 

remark

s 

CONDITION ACTION DATA 

MODELS 

EXISTENT 

1 The partners of 
the platform act 
autonomously 

regarding legal 
and economic 
decisions, but 

have to agree to 
the terms and 
conditions of the 

platform. 

platform in high           

2 Participant in the 
platform can be 

every company, 
that wants to 
provide specific 

products or 
services for other 
companies 

platform in high           

3 Every  company 
names one or 
more authorized 

persons for 
changes in 
company profiles 

and legal 
decisions (like a 
LEAR in the EU 

portal for 
subscription). 

platform in medium           

4 Every company 

names one or 
more persons 
with different 

roles for using 
functions and 
tools of the 

platform. 

platform in high           

5 Every partner is 

responsible for 
the quality of his 
own performance 

in business 
processes in the 
platform 

platform in low the 

quality 
of 
deliver

ed 
produc
ts and 

servic
es 
could 

be 
measu
red by 

custo
mers 
with 

evalua
tion 
functio
ns 

        

6 Costs resulting 
from quality 

deviations are to 
pay from the 

external out medium           
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responsible 

company 

7 The partners 
must be made 

available their 
marketing 
material (logos, 

links to 
homepage etc.) 

platform in low at 
least 

logo 
and 
link to 

homep
age 
are 

manda
tory for 
compa

ny 
profile 

        

8 The business on 
the platform 
begins with 

subscription of 
bilateral 
agreement 

between the 
company and the 
platform owner 

(eFF?). 

platform in high           

9 A company that 
violates the rules 

of the platform 
can be excluded 
from the platform 

after the second 
written warning. 
The decision has 

to be done from 
the platform 
operator (eFF?). 

platform in high           

10 The company 
commit to keep 
all information 

and documents 
in the platform in 
confidence. 

Especially 
information about 
orders, prices, 

conditions and 
data form other 
companies are 

confidential. The 
privacy of 
information is to 

ensure by every 
company and the 
platform. 

platform in high           

11 Every company 
in a business 
case has access 

to all relevant 
data of suppliers 
and customers 

for this business 
case. 

platform in high           

12 A monthly 

statistic shall be 
available for all 
companies. It 

has to show data 
regarding 
quantity of 

requests, orders, 
projects/business 
cases, turnover 

etc. 

platform in medium           

http://www.efactory-project.eu/


 European Connected Factory Platform for Agile Manufacturing – www.efpf.org 

 

 

D5.2: Security and Governance - Vs: 1.0 - Confidential 18 /18 

13 If suppliers from 

outside the 
platform are 
involved, the 

particular 
company is 
responsible for 

quality and costs. 

external in high           

14 The company 
has to guarantee 

the liability 
towards the 
customer. 

external in high           

15 The results of a 
business process 

have to be 
documented and 
given to all 

involved 
partners. 

platform in high           

16 2% of the 

turnover of all 
business cases 
shall be used for 

personal costs 
and investments 
of the platform 

owner (e.g. IT 
infrastructure, 
training of 

partners, 
coaching and 
auditing etc.) 

platform out high depen

ds on 
the 
busine

ss 
model 
of the 

platfor
m 
owner 
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